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Introduction

The Business Partner Access Management System (BPAMS) is a Lotus Notes database and Web 
interface that is designed to manage requests for access to PHEAA systems. With this application, 
business partners–their users, requestors and their Authoritative Source(s)–can submit requests 
for access to PHEAA systems. 

This document describes the procedures for managing request for user profiles, including submit-
ting, approving, denying and canceling requests, terminating profiles, completing a user access 
review. 
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Understanding the Business Partner Access Management System 
Workflow

User IDs are granted to persons who need access to PHEAA systems. The ability to request a user 
ID is not restricted. Requestors who do not possess a user ID can submit a request for themselves 
without logging in to the Business Partners Access Management System by clicking Create an 
Account on the Business Partners Access Management System Login page. 

The Authoritative Source and users already possessing a user ID can submit a request on behalf of 
someone else by clicking New Profile on the Business Partners Access Management System nav-
igation menu after they have logged into the Business Partners Access Management System.

When the request is submitted, a request number is assigned. Users with access to the Business 
Partners Access Management System can use this number to go directly to the pending access 
request. 

Requests for access are submitted at the time a request for a new profile is submitted; however, if 
additional access is needed, users can log into the Business Partners Access Management System 
to submit a request for access. Likewise, when access to a particular resource is no longer needed, 
the user can submit a request to remove the access. 

When a user ID and profile are no longer needed, the Authoritative Source can submit a request to 
terminate the user’s ID and profile. Once a user ID and profile are terminated, all access to 
PHEAA resources is revoked. 

To request a new user profile, refer to the Submitting a Request for a New User Profile section of 
this user guide. To log into the Business Partners Access Management System with a valid user 
ID, refer to the Logging into the Business Partner Access Management System section of this user 
guide. 
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Roles in the Business Partner Access Management System

The following are key roles in the Business Partners Access Management System.

Requestors: Do not possess user IDs. Submit requests to obtain user IDs in order to access 
agency-owned resources. 

Users: Possess user IDs. Users submit requests to add or change access and to search for and 
track pending requests in the Business Partners Access Management System workflow. 

Authoritative Sources: Responsible for the access privileges of the users within their organi-
zation. The Authoritative Source may submit requests for a new profile and access privileges on 
behalf of a user who does not have access to the Business Partner Access Management System. 
Business Unit Approvers: PHEAA’s approvers before access requests are sent to the Enter-
prise Security Office to be completed. 

Enterprise Security Office (ESO): Controls access to PHEAA systems. Once requests are 
approved by the institution’s authoritative source(s) and PHEAA’s business unit approver(s), 
Enterprise Security Office staff completes the access request. This may include assigning or ter-
minating user IDs and granting or revoking access to PHEAA systems.

This document is intended for requestors, users and the authoritative source. 
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Logging into the Business Partner Access Management System

Users with access to the Business Partner Access Management System and the Authoritative 
Source can access the Business Partner Access Management System from an Internet browser or 
from a notification email link. 

Using an Internet browser, users and the Authoritative Source access the Home page where they 
can create and submit a request for a new user profile. Users and the Authoritative Source can log 
into the Business Partner Access Management System to submit requests for access or to search 
for and track pending requests. 

Once a request is submitted, the Business Partner Access Management System sends notification 
emails to the next assignee in the Business Partner Access Management System workflow. These 
emails contain links to the request for which they were sent. Users and the Authoritative Source 
can use these links to access the Business Partner Access Management System and go directly to 
the request without searching for it.

To access the Business Partner Access Management System using an Internet browser, see Using 
an Internet Browser for more information.

To access the Business Partner Access Management System using a notification email link, see 
Using a Notification Email Link for more information.

NOTE: The Business Partner Access Management System terminates a user’s session after 10 
minutes of inactivity.
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Using an Internet Browser

Follow these steps to log into the Business Partner Access Management System using an Internet 
browser. 

 

1. Open an Internet browser on a PC connected to the Internet.

2. Enter the following URL to access the Business Partner Access Management System: 
https://ccc.aessuccess.org/apps/bpams.nsf/home

3. Press Enter.
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The Business Partner Access Management System Login page displays. 

 

4. In the User Id field, enter a valid RACF ID.

5. In the Password field, enter a valid password. 

6. Click Sign In.

NOTE: Click Forgot your password? to reset the password. Click Create an Account 
to create a new user profile. See Submitting a Request for a New User Profile for step-by-step 
instructions. 
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The Welcome to AES School Portal page displays.

 

Users are required to agree to the terms of use each time they sign in. 

7. Click Yes, I Agree to continue. 
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The Welcome to AES School Portal page redisplays if the user has access to federal data. 

 

8. Refresh the token device. 

9. In the Security Code field, enter the six-digit security code that was generated by the token 
device. 

NOTE: Users who have a registered token but do not have it available can request a tempo-
rary security code. Click I don’t have my Token with me. See user guide WB0120-Web 
Login & Authentication for Partners_User Guide_AES for more information. 

10. Click Submit. 
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The Business Partner Access Management System Home page displays.

A navigation menu displays at the top of the home page to take the user to those pages and links to 
the systems for which they have access. The links that display depend on the user’s level of 
access. Links available to the user may not be the same as the links available to the Authoritative 
Source. 

 

December 2013 Confidential/Proprietary Information - PHEAA  IN0215 - 12



Internal Procedure

BPAMS for Requestors, Users and the Authoritative Source

 

Using a Notification Email Link 

The Authoritative Source can access the Business Partner Access Management System from a 
notification email link. 

 

1. Open the email account and select the Business Partner Access Management System notifica-
tion email from the Inbox.

NOTE: The sender’s name in the email Inbox depends on from where in the workflow the 
email was sent.

2.  Click the link in the body of the email.

NOTE: The email link is specific to a request. When a user clicks on a notification email link, 
they are taken to a specific access request. The request number displays at the end of the email 
link. 
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The Business Partner Access login page displays. 

This screen does not display if the user is already logged into the Business Partner Access Man-
agement system. 

 

1. In the User Id field, enter a valid RACF ID.

2. In the Password field, enter a valid password. 

3. Click Sign In.

NOTE: Click Forgot your password? to reset the password. Click Create an Account 
to create a new user profile. See Submitting a Request for a New User Profile for step-by-step 
instructions. 
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The Welcome to AES School Portal page displays.

 

Users are required to agree to the terms of use each time they sign in. 

4. Click Yes, I Agree to continue. 
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The Welcome to AES School Portal page redisplays if the user has access to federal data. 

 

5. Refresh the token device. 

6. In the Security Code field, enter the six-digit security code that was generated by the token 
device. 

NOTE: Users who have a registered token but do not have it available can request a tempo-
rary security code. Click I don’t have my Token with me. See user guide WB0120-Web 
Login & Authentication for Partners_User Guide_AES for more information. 

7. Click Submit. 
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The access request is displayed. 

 

From the access request, the Authoritative Source can approve, deny or cancel pending requests. 
See Approving, Denying and Canceling Pending Requests for more information.
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Submitting a Request for a New User Profile 

Requestors who do not have a user ID can submit a request for a new user profile from the Busi-
ness Partner Access Management System Login page without logging into the Business Partner 
Access Management System. 

Users possessing a user ID can submit requests for a new user ID and profile on behalf of a user 
who does not have access to the Business Partner Access Management System. They can submit a 
request from the Business Partner Access Management System home page by logging into the 
Business Partner Access Management System or from the Business Partner Access Management 
System welcome page. The process is the same.

In this example, the user has logged into the Business Partner Access Management System and is 
submitting a request for a new user profile from the Business Partner Access Management System 
Home page. 

 

1. From the Business Partner Access Management System home page, click New Profile. 
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The New User Profile – Contact Information page displays.

 

2. In the First Name field, enter the requestor’s first name.

3. In the Last Name field, enter the requestor’s last name. 

4. In the Direct Work Phone Number field, enter the requestor’s 10-digit work telephone 
number. 

5. In the Extension field, enter the work telephone number extension.

6. In the Email field, enter the requestor’s email address. 

7. Answer the following question: Which option best describes what you do? Select 
from the following options. 

• I work for a High School, Post-Secondary School, Employer, or Partner. 
• I work for a Third Party Service Provider
• I work for the Department of Education
• I work for the Commonwealth of PA, Treasury Department and require access to financial 

information provided by PHEAA.
• I work for the Department of Military and Veteran Affairs and require access to the Educa-

tional Assistance Program Information provided by PHEAA.
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• I work for a Guarantor and require access to information provided by PHEAA.
• I work for a Lender and require access to information provided by PHEAA. 
• I work for a student loan servicing organization and require access to FedLoan Consolidation 

data. 
• I work for Health and Human Services. 

8. Click Next, not shown.

The screen that displays next depends on the option selected in this field. Refer to the following 
sections for more information: 

• High School, Post-Secondary School, Employer and Partner
• Third Party Service Provider, Department of Education, Commonwealth of PA and Depart-

ment of Military and Veteran Affairs
• Guarantor
• Lender
• Student Loan Servicing Organization/DL Consolidation
• Health and Human Services
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High School, Post-Secondary School, Employer and Partner 

 

The following question displays on the New User Profile – Access Level page if the 
requestor selected I work for a High School, Post-Secondary School, Employer, or 
Partner.

1. Answer the question: Which statement best describes the access you will need? 
Select from the following options.

• I work for a high school
• I work for a post-secondary school and I do NOT work with Financial Aid but require access 

to Special Programs (Work Study)
• I work for a post-secondary school and require access to FedLoan Servicing, Financial Aid 

Services, Loan Processing, PageCenter, or State Grant and Special Programs
• I work for a company / non-profit organization and require access to Work Study
• I work for an organization and require access to PageCenter for GEAR-UP, CHAFEE, or 

PATH program 

NOTE: I work for an organization and require access to PageCenter for GEAR-
UP, CHAFEE, or PATH program is selected in this example. The following steps are the 
same regardless of the option selected. 
December 2013 Confidential/Proprietary Information - PHEAA  IN0215 - 21



Internal Procedure

BPAMS for Requestors, Users and the Authoritative Source

 

The New User Profile – Access Level page redisplays.

 

1. In the Access Code field, enter the institution or company ID. 

2. Press Enter to validate the access code. The school or company name displays to the right of 
the Access Code field when the institution or company ID is validated. 

3. Click Next to go to the New User Profile – Access Options page. 
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Third Party Servicer, Department of Ed, Commonwealth of PA and Vet-
erans Affairs

 

The Access Code field displays on the New User Profile – Access Level page if the 
requestor selected third party service provider, Department of Education, Commonwealth of PA 
or Department of Military and Veteran Affairs

1. In the Access Code field, enter the institution or company ID. 

2. Press Enter to validate the access code. The school or company name displays to the right of 
the Access Code field when the institution or company ID is validated. 

3. Click Next to go the New User Profile – Access Options page.
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Guarantor

 

If the requestor selected I work for a Guarantor and require access to information pro-
vided by PHEAA, the following question displays. 

1. Answer the question: Which statement best describes the access you will need? 
Select from the following options.

• I work for a Private Guarantor.
• I work for a Title IV Guarantor.

NOTE: I work for a Title IV Guarantor is selected in this example. The following steps 
are the same regardless of the option selected. 
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The New Profile – Access Level page redisplays. 

 

2. In the Access Code field, enter the institution or company ID. 

3. Press Enter to validate the access code. The school or company name displays to the right of 
the Access Code field when the institution or company ID is validated. 

4. Click Next to go to the New User Profile – Access Options page. 
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Lender 

 

If the requestor selected I work for a Lender and require access to information pro-
vided by PHEAA, the following question displays. 

1. Answer the question: Which statement best describes the access you will need? 
Select from the following options.

• I require access to guarantor information provided by PHEAA.
• I require access to FedLoan Consolidation data.

NOTE: I require access to FedLoan Consolidation data is selected in this example. 
The following steps are the same regardless of the option selected. 
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The New Profile – Access Level page redisplays. 

 

2. In the Access Code field, enter the institution or company ID. 

3. Press Enter to validate the access code. The school or company name displays to the right of 
the Access Code field when the institution or company ID is validated. 

4. Click Next to go to the New User Profile – Access Options page. 
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Student Loan Servicer for Direct Loan Consolidation

 

If the requestor selected I work for a student loan servicing organization and I require 
access to FedLoan Consolidation data, the following question displays. 

1. Answer the question: Which statement best describes the access you will need? 
Select from the following options.

• I service student loans on behalf of a school.
• I service student loans on behalf of a lender.

NOTE: I service student loans on behalf of a lender is selected in this example. The 
following steps are the same regardless of the option selected. 
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The New Profile – Access Level page redisplays. 

 

2. In the Access Code field, enter the institution or company ID. 

3. Press Enter to validate the access code. The school or company name displays to the right of 
the Access Code field when the institution or company ID is validated. 

4. Click Next to go to the New User Profile – Access Options page. 
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Health and Human Services

 

1. In the Access Code field, enter the institution or company ID. 

2. Press Enter to validate the access code. The school or company name displays to the right of 
the Access Code field when the institution or company ID is validated. 

3. Click Next to go to the New User Profile – Access Options page. 
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The New User Profile – Access Options page displays after all access level selections have 
been made. 

 

The New User Profile – Access Options page displays a list of resources for which the 
requestor can submit a request. The requestor’s current access displays to the right of each 
resource. When a request for a new user profile is submitted, the user has no access. 

1. To select access, click Update to the right of the resource. 
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A dialog box displays with the access options for the selected resource. The access options that 
display depend on the resource selected. 

 

2. Select an access option and click OK. Click Cancel to return to the New User Profile – 
Access Options page without making a selection.
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The New User Profile – Access Options page redisplays. 

 

A message displays below the resource indicating that the access option has been changed. 

3. To submit the request for a new user profile and access, click Submit Request to Create 
User. 
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The Verification dialog box displays. 

 

4. In the Comments field, enter a comment. This field is optional. 

5. Click Submit Changes to submit the changes or click Return to Form to return to the 
Application Access Options page without submitting the changes.
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The Authoritative Source Options dialog box displays if the request for a new user profile is 
submitted by an authoritative source. 

 

6. Select one of the following options. Click the radio button to make a selection. 

• Click here to mark these changes as Approved.
• Click here to send changes to another Authoritative Source.

7. Click Submit Changes. 
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The following message displays on the New User Profile – Confirmation page: 
Your changes were successfully submitted. Request Number XXXXXXXX has been 
created. 

 

When a request for a user ID and profile is submitted, a notification email is sent to the user’s 
Authoritative Source notifying them that an access request is pending. 

Once the request is approved by the Authoritative Source–or if it was submitted by the Authorita-
tive Source and approved–it is sent to the Business Unit Approver for final approval before it is 
completed by the Enterprise Security Office. 
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Searching for User Profiles and Open Access Requests

The Authoritative Source can search for user profiles and open access requests from the User Pro-
files page, and the Access Requests page. Users can search for open access requests only. All 
options are explained.

To search for user profiles on the User Profiles page, see Searching for User Profiles on the User 
Profiles Page for more information.

To search for access requests on the Access Requests page, see Searching for Access Requests on 
the Access Requests Page for more information. 
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Searching for User Profiles on the User Profiles Page

Follow the steps below to search for user profiles on the User Profile page. 

 

1. To search for a user profile on the User Profiles page, click User Profiles on navigation 
menu.

NOTE: The Authoritative Source may search for a user profile from any screen in the Busi-
ness Partner Access Management System by entering the user ID in the Find user profile 
field, located in the top-right corner of the screen, and clicking Search. 
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The User Profiles search page displays.

 

Use the search options at the top of the screen to search for a user profile. Define as many criteria 
as possible to narrow the list of search results but be careful to select non-conflicting criteria; oth-
erwise, an error may occur and no results will be returned. At least one field is required.

2. In the User ID field, enter the ID of the user, if known.

3. In the Last Name field, enter the user’s last name. 

4. Click the down arrow in the Status field and select the status of the user profile. 

5. In the Access Code, enter the access code assigned to the user’s institution.

6. Click the down arrow in the Auth Source field and select Yes to indicate that the user is an 
Authoritative Source. Leave this field blank if the user is not an Authoritative Source.

7. Click Search to return a list of user profiles that match the entered search criteria. 

NOTE: Click the eraser icon to the left of the User ID field to clear the search results and 
begin a new search.
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The User Profiles search page redisplays a list of user profiles that match the search criteria. 

 

8. Click View Details to open the user profile. 
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The User Profile page displays. 

 

From the User Profile screen, users and the Authoritative Source can view and change the user 
profile information and access privileges or terminate the user profile. 

To view or change a user profile, see Viewing User Profiles and Access Privileges for more infor-
mation.

To terminate user profiles, see Submitting a Request to Terminate a User Profile or more informa-
tion.
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Searching for Access Requests on the Access Requests Page

Follow the steps below to search for open access requests on the Access Requests page. 

 

1. To search for an open access request on the Access Requests page, click Access 
Requests the navigation menu.
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The Access Requests search page displays. 

Use the search options at the top of the screen to search for an access request. Define as many cri-
teria as possible to narrow the list of search results but be careful to select non-conflicting criteria; 
otherwise, an error may occur and no results will be returned. At least one field is required.

 

2. In the Request No. field, enter the number of the access request, if known.

3. In the User ID field, enter the ID of the user, if known.

4. Click the down arrow in the Status field and select the status of the access request. 

5. Click the down arrow in the Role field and select the role of the user for which the access 
request is pending action. 

6. In the Access Code, enter the access code assigned to the requestor’s institution.

7. Click Search to return a list of access requests that match the entered search criteria. 

NOTE: Click the eraser icon to the left of the Request No. field to clear the search results 
and begin a new search.
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 The Access Requests search page redisplays a list of access requests that match the search 
criteria. 

 

1. Click View Details to open the access request. 
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The Access Request page displays. 

From the Access Request screen, the Authoritative Source can approve, deny or cancel the 
access request or terminate the user profile. 

 

To approve, deny or cancel an access request, see Approving, Denying and Canceling Pending 
Requests for more information.

To terminate a user profile, see Submitting a Request to Terminate a User Profile.
December 2013 Confidential/Proprietary Information - PHEAA  IN0215 - 45



Internal Procedure

BPAMS for Requestors, Users and the Authoritative Source

 

Viewing User Profiles and Access Privileges

After logging into the Business Partners Access Management System, users and the Authoritative 
Source can view their profile and access privileges and submit requests to change access. 

 

1. To view your own user profile and access privileges or to submit a request to change access, 
click My Profile on the Business Partner Access Management System home page. 

NOTE: To view another user’s profile and access privileges, use the search features to search 
for a user profile or an open access request. See the Searching for User Profiles and Open 
Access Requests section of this user procedure for step-by-step instructions.
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The user’s profile page displays. 

 

A link to the AES Web site displays at the top of the page. 

The User Profile section displays the user’s identifying information. 

NOTE: To update demographic information, click Edit Profile. See user guide WB0120-
Web Login & Authentication for Partners_User Guide_AES for instructions on updating 
the user profile. 

2. Click Institution Information to expand that section. 
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The User Profile page redisplays with the Institution Information section expanded. 

 

The User Type, Access Code and Institution or Company fields are protected and cannot 
be updated by the user. Click on the link in the Institution or Company field to view the insti-
tution’s profile. 

Authoritative Source(s) for Access Code XXXXXXXX displays a list of the Authoritative 
Sources for the organization’s access code. 

This user is an Authoritative Source for all of the following access codes displays a 
list of access codes for which the user is an Authoritative Source. This displays only if the user is 
an authoritative source. 

3. Click Access Options to expand that section. 
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The User Profile page redisplays with the Access Options section expanded. 

 

4. In the Access Options section of the profile, click Update to the right of the resource to 
submit a request to change access privileges. 
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A dialog box displays with the access options for the selected resource. The access options that 
display depend on the resource selected.

 

5. Select an access option and click OK. Click Cancel to return to the Access Options page 
without making a selection.
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The Access Options section of the My Access page redisplays. 

 

A message displays below the resource indicating that the access option has been changed. 

6. Click Profile History, not shown, to expand that section. 
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The User Profile page redisplays with the Profile History section expanded. 

 

The Profile History section displays a history of the actions taken on the profile. 

7. Click Submit Changes at the bottom of the My Access page. 
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The Verification dialog box displays.

 

8. Review the changes and click Submit Changes to submit the changes. Click Return to 
Form to return to the user profile without submitting the changes. 
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The Authoritative Source Options dialog box displays if the request for access is submitted 
by an authoritative source. 

 

9. Select one of the following options. Click the radio button to make a selection. 

• Click here to mark these changes as Approved.
• Click here to send changes to another Authoritative Source.

10. Click Submit Changes. 
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The following message displays: Your changes were successfully submitted. 

 

If access changes were made, the following message displays: Request number XXXXXXXX 
has been created. 

When a request to change access privileges is submitted, a notification email is sent to the user’s 
Authoritative Source notifying them that an access request is pending. 

Once the request is approved by the Authoritative Source, it is sent to the Business Unit Approver 
for final approval before it is completed by the Enterprise Security Office. 

NOTE: Changes to user profile information do not generate an email or a request. 
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Approving, Denying and Canceling Pending Requests

All access requests must be approved by the requestor’s Authoritative Source before they can be 
approved and completed by PHEAA’s business units and the Enterprise Security Office. If an 
institution has more than one Authoritative Source, only one approval is necessary. 

Authoritative Source(s) can access pending requests from a notification email link or by searching 
on the Business Partners Access Management Home page or the Access Requests page. 

To access a pending request from a notification email link or from the Home page or Access 
Requests page, see Logging into the Business Partner Access Management System or Search-
ing for User Profiles and Open Access Requests. 
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Approving and Denying a Pending Access Request

Follow the steps in this section to approve or deny a pending access request. 

 

1. In the Action field, click the green checkmark to approve the pending access request or click 
the red “X” to deny it. 

2. Click Save and Process Request to save the changes and process the access request. 
Click Reset Form to reset the access request form. 
December 2013 Confidential/Proprietary Information - PHEAA  IN0215 - 57



Internal Procedure

BPAMS for Requestors, Users and the Authoritative Source

 

The Verification dialog box displays. 

 

3. In the Comments field, enter a comment. This field is optional.

4. Click Submit Changes to submit the changes or click Return to Form to return to the 
Access Request page without submitting the changes.
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The Access Request page redisplays with the following message: Your changes were suc-
cessfully submitted. 

 

When a request to change access privileges is approved by the authoritative source(s), a notifica-
tion email is sent to the business unit approver(s) notifying them that an access request is pending. 

Once the request is approved by the business unit approver(s), a notification email is sent to 
Enterprise Security Office notifying them that an access request is pending. 

When an access request is denied, notification emails are sent to the requestor and the authorita-
tive source(s) notifying them that the access request has been denied.
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Canceling a Pending Access Request

 

1. To cancel a pending request, click Cancel Request. 
December 2013 Confidential/Proprietary Information - PHEAA  IN0215 - 60



Internal Procedure

BPAMS for Requestors, Users and the Authoritative Source

 

The Verification dialog box displays. 

 

2. In the Comments field, enter a comment. This field is required when canceling a request. 

3. Click Submit Changes to submit the changes or click Return to Form to return to the 
Access Request page without submitting the changes.
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The Access Request page redisplays with the following message: Your changes were suc-
cessfully submitted. 

 

When an access request is canceled, notification emails are sent to the requestor and the authorita-
tive source(s) notifying them that the access request has been canceled. 
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Approving and Denying Third Party Requests

When an institution submits a form to grant access to a third party, a notification email is sent to 
the third-party authoritative source(s) notifying them that a request to accept access is pending. 
The third-party authoritative source(s) must confirm that their users may be granted access to the 
new institution’s information. 

 

1. To confirm the access privileges of the third-party users, click I Agree, or to deny access, 
click I Do Not Agree. 
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The Verification dialog box displays. 

 

2. In the Comments field, enter a comment. This field is optional.

3. Click Submit Changes to submit the changes or click Return to Form to return to the 
Access Request page without submitting the changes.
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The Access Request page redisplays with the following message: Your changes were suc-
cessfully submitted. 

 

When third-party user access privileges are approved by the third-party authoritative source(s), a 
notification email is sent to the Enterprise Security Office notifying them that an access request is 
pending. The Enterprise Security Office completes the request by granting access to the institu-
tion. 

When an access request is denied, notification emails are sent to the business unit administrator 
notifying them that the access request has been denied.
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Submitting a Request to Terminate a User Profile

When a user ID and profile are no longer needed, the Authoritative Source(s) must submit a 
request to terminate the user’s ID and profile. 

 

To access an active user profile from a notification email link or to search for a user profile, see 
Logging into the Business Partner Access Management System or Searching for User Profiles and 
Open Access Requests. 

1. To terminate an active user profile, click Terminate User. 
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A Verification dialog box displays. 

 

2. In the Comments field, enter a comment. This field is optional.

3. Click Submit Changes to submit the changes or click Return to Form to return to the 
Access Request page without submitting the changes.
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 The User Profiles page redisplays with the following message: Your changes were suc-
cessfully submitted. Request number XXXXXXXX has been created. 

 

Once a termination request is submitted, a notification email is sent to the Enterprise Security 
Office notifying them that a termination request is pending. The Enterprise Security Office termi-
nates the user ID and profile and completes the termination request. When a user ID and profile 
are terminated, access to PHEAA resources is revoked. 
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Completing a User Access Review

The Authoritative Source is required to perform a yearly access review for all users at their insti-
tution. The review is due one year from the date the Remote Access, Confidentiality and Indemni-
fication Agreement and Authentication is fully executed. Thirty days before the review is due, the 
Authoritative Source receives a notification email with a link to the User Access Review sum-
mary on the Business Partners Access Management System Home page. 

To log into the Business Partners Access Management System, see Logging into the Business 
Partner Access Management System. 

 

The Home page displays a User Access Review summary for each of the Access Codes, or insti-
tutions, for which the Authoritative Source is responsible. 

The Due Date field displays the date by which the Authoritative Source must complete the 
review. If the review is not completed by the date in this field, access is suspended for all users on 
this list. If no action is taken after 365 days, access is terminated. 

The Suspended, Pending, Retained, Reinstated and Terminated fields displays the num-
ber of users for whom the action was taken. 

1. Click View Detail to go to the Institution Profile. 
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The Institution Profile page displays for the selected institution. 

The Access Review tab displays when the institution profile is accessed for a User Access 
Review. It displays a list of users for whom an access review is due. Users added during the User 
Access Review period will not display here. 

 

2. Click the link in the User field to view the user’s profile.
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The user’s profile displays in a new browser window. 

Use this screen to view the user’s access if needed. See Viewing User Profiles and Access Privi-
leges for step-by-step instructions. 

 

3. Click the X in the top-right corner of the window to close it. 
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The Institution Profile page redisplays.

 

4. Repeat the review for each user on the list.

5. Select Retain or Retain All to retain access for users. Click Terminate to terminate access. 
If the review has expired and user access is suspended, click Reinstate or Reinstate All, 
not shown, to reinstate access for one or more users. 

6. Click Process Selected User(s) to process the access review for the selected users.

NOTE: When prompted to confirm the save, not shown, click OK. 

7. Click >> to review additional users if more than 10 must be reviewed. Only 10 users display 
per page.
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Changes to the User Access Review display in a separate table below the list of outstanding 
reviews and in the User Access Review summary on the Home page. It displays a list of users 
who were reinstated, retained and terminated. 

A notification email is sent to the Enterprise Security Office when a user ID is reinstated or termi-
nated. 
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