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Introduction

The Business Partner Access Management System (BPAMS) is a Lotus Notes database and Web
interface that is designed to manage requests for access to PHEAA systems. With this application,
business partners—their users, requestors and their Authoritative Source(s)—can submit requests
for access to PHEAA systems.

This document describes the procedures for managing request for user profiles, including submit-
ting, approving, denying and canceling requests, terminating profiles, completing a user access
review.
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Understanding the Business Partner Access Management System
Workflow

User IDs are granted to persons who need access to PHEAA systems. The ability to request a user
ID is not restricted. Requestors who do not possess a user ID can submit a request for themselves
without logging in to the Business Partners Access Management System by clicking Create an
Account on the Business Partners Access Management System Login page.

The Authoritative Source and users already possessing a user ID can submit a request on behalf of
someone else by clicking New Profile on the Business Partners Access Management System nav-
igation menu after they have logged into the Business Partners Access Management System.

When the request is submitted, a request number is assigned. Users with access to the Business
Partners Access Management System can use this number to go directly to the pending access
request.

Requests for access are submitted at the time a request for a new profile is submitted; however, if
additional access is needed, users can log into the Business Partners Access Management System
to submit a request for access. Likewise, when access to a particular resource is no longer needed,
the user can submit a request to remove the access.

When a user ID and profile are no longer needed, the Authoritative Source can submit a request to
terminate the user’s ID and profile. Once a user ID and profile are terminated, all access to
PHEAA resources is revoked.

To request a new user profile, refer to the Submitting a Request for a New User Profile section of
this user guide. To log into the Business Partners Access Management System with a valid user

ID, refer to the Logging into the Business Partner Access Management System section of this user
guide.
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Roles in the Business Partner Access Management System

The following are key roles in the Business Partners Access Management System.

Requestors: Do not possess user IDs. Submit requests to obtain user IDs in order to access
agency-owned resources.

Users: Possess user IDs. Users submit requests to add or change access and to search for and
track pending requests in the Business Partners Access Management System workflow.

Authoritative Sources: Responsible for the access privileges of the users within their organi-
zation. The Authoritative Source may submit requests for a new profile and access privileges on
behalf of a user who does not have access to the Business Partner Access Management System.
Business Unit Approvers: PHEAA’s approvers before access requests are sent to the Enter-
prise Security Office to be completed.

Enterprise Security Office (ESO): Controls access to PHEAA systems. Once requests are
approved by the institution’s authoritative source(s) and PHEAA’s business unit approver(s),
Enterprise Security Office staff completes the access request. This may include assigning or ter-
minating user IDs and granting or revoking access to PHEAA systems.

This document is intended for requestors, users and the authoritative source.
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Logging into the Business Partner Access Management System

Users with access to the Business Partner Access Management System and the Authoritative
Source can access the Business Partner Access Management System from an Internet browser or
from a notification email link.

Using an Internet browser, users and the Authoritative Source access the Home page where they
can create and submit a request for a new user profile. Users and the Authoritative Source can log
into the Business Partner Access Management System to submit requests for access or to search
for and track pending requests.

Once a request is submitted, the Business Partner Access Management System sends notification
emails to the next assignee in the Business Partner Access Management System workflow. These
emails contain links to the request for which they were sent. Users and the Authoritative Source
can use these links to access the Business Partner Access Management System and go directly to
the request without searching for it.

To access the Business Partner Access Management System using an Internet browser, see Using
an Internet Browser for more information.

To access the Business Partner Access Management System using a notification email link, see
Using a Notification Email Link for more information.

NOTE: The Business Partner Access Management System terminates a user’s session after 10
minutes of inactivity.
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Using an Internet Browser

Follow these steps to log into the Business Partner Access Management System using an Internet
browser.

7= PHEAA - Pennsylvania Higher Education Assistance Agency - Windows Internet Explorer.

G0 - BE e
File Edit View Favortes Tools  Help
ey = = »
72? '1"}? I@PHEAA - Pennsylvania Higher Education Assistance A... l l @ = E = Iﬁ’ pags - Q Teols -
~
En ) Select and go to x| [ Word or Phrase... |[ searen ]
MAKING PENNSYLVANIA SMARTER

Taking Summer
Helping Pennsylvania Courses?
students achieve

the dream of Consider applying for a
higher‘ education. PA Summer State Grant.

Home
=
S FEDERAL STUDENT LOAN CHANGES
) Significant changes are coming for students and families seeking a federal student loan. Find out more

State Grant Program -
e PLAN FOR COLLEGE STATE GRANT PROGRAM th@stensto
P Our tools make college planning easier. Sign-in/Create Account ta: financial aid
Work-Study Programs # Get organized and never mizs a deadling # Apply for a PA State Grant/Visw Status 1 t?;ia?;:iﬁg:;i?;f:{ e

with collegeCalendar :

# Update Address or School Info D Jdentify your ific deadli

Tools # Explore careers and search for scheols at 3 dentify your specific deadlines

EducationPlanner.org

1. Open an Internet browser on a PC connected to the Internet.

2. Enter the following URL to access the Business Partner Access Management System:
https://ccc.aessuccess.org/apps/bpams.nsf/home

3. Press Enter.
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The Business Partner Access Management System Login page displays.

P’ﬂa \ Business Partner  ContactUs
Access Management System 28, 201

Login

In arder to continue, please enter a valid User Id and Password

* Userld

*Password

Sian In

- Forgot your password?
= Create an Account

istance Agency. All Rights Reserved.

4. Inthe User Id field, enter a valid RACF ID.
5. Inthe Password ficld, enter a valid password.
6. Click Sign In.
NOTE: Click Forgot your password? to reset the password. Click Create an Account

to create a new user profile. See Submitting a Request for a New User Profile for step-by-step
instructions.
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The Welcome to AES School Portal page displays.

Alec Welcome, Jan Fox - Tuesday, May 21, 2013
P

Contact

-U THE FINANCIAL ATD KNOW-IT-ALL

Welcome to AES School Portal

You are accessing AES School Portal in the Standard View. f you are using an assistive technology. such as screen reader, we recommend you
switch to our Assistive Technology View for an improved experience. You can change your preferred view each time you sign in.

&

Disclaimer

This computer is a U.S. Government computer system. It should be used for official U.S. Government work only. Use by unauthorized persons, or for
personal business, is prohibited and constitutes a violation of 16 U.S.C. 1030 and other Federal laws. You have NO REASONABLE EXPECTATION OF
PRIVACY while using this computer. All data contained herein may be manitored, intercepted, recorded, read, copied, or captured in any manner by
authorized personnel. System personnel or supenvisors may give law enforcement officials any potential evidence of crime, fraud, or employee
misconduct found on this and all connected computer systems. Furthermore, law enforcement officials may be authorized to access and collect
evidence from this system.

USE OF THIS SYSTEM BY ANY USER. AUTHORIZED OR UNAUTHORIZED, CONSTITUTES EXPRESS CONSENT TO THIS MONITORING. IF YOU
DO NOT CONSENT, PLEASE CLOSE THE WINDOW TO EXIT AES SCHOOL PORTAL. IF YOU AGREE TO ALL THE CONDITIONS ABOVE, PLEASE
PRESS YES, | AGREE.

No, | Do Mot Agree ‘ ‘ Yes, | Agree

Contact Us | Privacy Palicy | Terms of Use

American
Copyright @ 2007-2012 Pennsylvania Higher Education Assistance Agency. All Rights Reserved. Education

Users are required to agree to the terms of use each time they sign in.

7. Click Yes, | Agree to continue.

December 2013 Confidential/Proprietary Information - PHEAA IN0215 - 10




PHeaad)

Internal Procedure

BPAMS for Requestors, Users and the Authoritative Source

The Welcome to AES School Portal page redisplays if the user has access to federal data.

Alec
)

SO

Contact Us | Priv

Copyright & 200

Welcome to AES School Portal

" “You are accessing AES School Portal in the Standard View. If you are using an assistive technology, such as screen reader, we recommend you switch to
%y our Assistive Technology View for an improved experience. You can change your preferred view each time you sign in.

Disclaimer
Security Code
Refresh your token device and enter the 6-digit code that appears.
“Security Code: m
o s -
| don't have my Token with me. Validation &
1D Protection

Welcome, Jan Fox - Friday, May 24, 3013

THE FINANCIAL AID KNOW-IT-ALL

ania Higher Education Assistance Agency. All Rights Reserved.

&. Refresh the token device.

9. In the Security Code field, enter the six-digit security code that was generated by the token

device.

NOTE: Users who
rary security code.

have a registered token but do not have it available can request a tempo-
Click I don’t have my Token with me. See user guide WB0120-Web

Login & Authentication for Partners_User Guide AES for more information.

10. Click Submit.

December 2013
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The Business Partner Access Management System Home page displays.

A navigation menu displays at the top of the home page to take the user to those pages and links to
the systems for which they have access. The links that display depend on the user’s level of
access. Links available to the user may not be the same as the links available to the Authoritative
Source.

P’_’eaa \  Business Partner
) Access Management System

Home BPAMS Tutorial My Profile User Profiles Access Requests New Profile

Please take prompt action. Annual User Access Reviews are DUE.

Access Code Date Due S"Spe"ded Pelldmg Retained Reinstated Terminated Qe_ia_” .
SCHOOL THIRD PARTY 00123400 07/29/2012 22 1 0 0 0 Views Dot
SCHOOL 00123400 0712812012 5 0 0 3 1 [wias
PARTNER 00123400 0712812012 0 2 0 0 0 e
EMPLOYER 00123400 0712812012 0 20 3 0 1  View owa
SCHOOL THIRD PARTY. 00123400 06H6/2012 0 7 0 0 0 | e
SCHOOL00123400 0512012012 0 8 2 0 0 | View Detai
SCHOOL.00123400 05212012 0 30 7 3 4 e |

Need help? Call our help desk at 1-300 end an email to s@aessuccess.orng
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Using a Notification Email Link

The Authoritative Source can access the Business Partner Access Management System from a
notification email link.

ESOAccessiPHEAA
04/13/2012 04:03 PM To |MatchingFunds@@pheaa.arg
cCC

o

Subject [PHEAA Natification: BPAMS Access Request 00012489 for is pending for SGSP.

Message from Business Partner Access Management System

BFAMS Motification: Access Request 00012489 for 15 pending for SGSP.
Date / Time Submitted: 04/13/2012 14:42:20

Last Name: SMITH

First Mame: P

Phone: 717-720-5555

Email: psmith@email.org

Click on link below to open this request

Web URL
https:#fcce asssuccess orgfapps/bpams nsffhome?Open&logingpage=CRINN001 2489

(NewChangeReguestMemo)

1.

Open the email account and select the Business Partner Access Management System notifica-
tion email from the Inbox.

NOTE: The sender’s name in the email Inbox depends on from where in the workflow the
email was sent.

Click the link in the body of the email.

NOTE: The email link is specific to a request. When a user clicks on a notification email link,
they are taken to a specific access request. The request number displays at the end of the email
link.

December 2013 Confidential/Proprietary Information - PHEAA IN0215 - 13




Internal Procedure

P ’-ma)j BPAMS for Requestors, Users and the Authoritative Source

The Business Partner Access login page displays.

This screen does not display if the user is already logged into the Business Partner Access Man-
agement system.

~ ContactUs

PHma \ Business Partner
) Access Management System

Login
In order to continue, please enter avalid User Id and Password

* Userld

*Password:

+ Forgot your password?
+ Create an Account

1. Inthe User Id field, enter a valid RACF ID.
2. Inthe Password ficld, enter a valid password.
3. Click Sign In.
NOTE: Click Forgot your password? to reset the password. Click Create an Account

to create a new user profile. See Submitting a Request for a New User Profile for step-by-step
instructions.
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The Welcome to AES School Portal page displays.

Alec Welcome, Jan Fox - Tuesday, May 21, 2013
L

"X  THE FINANCIAL AID KNOW-IT-ALL

Welcome to AES School Portal

You are accessing AES School Portal in the Standard View. If you are using an assistive technology, such as screen reader, we recommend you
switch to our Assistive Technology View for an improved experience. You can change your preferred view each time you sign in.

Disclaimer

This computer is a U.S. Government computer system. It should be used for official U.S. Government work only. Use by unauthorized persons, or for
personal business, is prohibited and constitutes a violation of 16 U.S.C. 1030 and other Federal laws. You have NO REASONABLE EXPECTATION OF
PRIVACY while using this computer. All data contained herein may be monitored, intercepted, recorded, read, copied, or captured in any manner by
authorized personnel. System personnel or supervisors may give law enforcement officials any potential evidence of crime, fraud, or employee
misconduct found on this and all connected computer systems. Furthermore, law enforcement officials may be authorized to access and collect
evidence from this system.

USE OF THIS SYSTEM BY ANY USER, AUTHORIZED OR UNAUTHORIZED, CONSTITUTES EXPRESS CONSENT TO THIS MONITORING. IF YOU
DO NOT CONSENT, PLEASE CLOSE THE WINDOW TO EXIT AES SCHOOL PORTAL. IF YOU AGREE TO ALL THE CONDITIONS ABOVE, PLEASE
PRESS YES, | AGREE.

No|DoNothgree | [ Yes,lAgree

Contact Us | Privacy Policy | Terms of Use

American
Copyright @ 2007-2012 Pennsylvania Higher Education Assistance Agency. All Rights Reserved. Eduecation

Users are required to agree to the terms of use each time they sign in.

4. Click Yes, | Agree to continue.
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The Welcome to AES School Portal page redisplays if the user has access to federal data.

Alec Vielcome, Jan Fox - Friday, May 24, 2013
—

U‘% THE FINANCIAL AID KNOW-IT-ALL

Welcome to AES School Portal

n ‘You are accessing AES School Portal in the Standard View. If you are using an assistive technology, such as screen reader, we recommend you switch fo
2y our Assistive Technology View for an improved experience. You can change your preferred view each time you sign in.

Disclaimer
Security Code
Refresh your token device and enter the 6-digit code that appears.
“Security Code: m
i s -
| don't have my Token with me. Validation &
1D Protection

Contact Us | Priv

Copyright & 200 ennsylvania Higher Education Assistance Agency. All Rights Reserved,

1 American
Alec l ~¥ Education

<"~ Services

5. Refresh the token device.

6. In the Security Code field, enter the six-digit security code that was generated by the token
device.

NOTE: Users who have a registered token but do not have it available can request a tempo-
rary security code. Click | don’t have my Token with me. See user guide WB0120-Web
Login & Authentication for Partners User Guide AES for more information.

7. Click Submit.
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PHeaad)

Internal Procedure

BPAMS for Requestors, Users and the Authoritative Source

The access request is displayed.

PHEAd)

Business Partner
Access Management System

* School: Reports

» Action | Status History

Home BPAMS Tutorial My Profile User Profiles Access Requests New Profile
Request to Change Access:
CGo33N Expand All Printable Version
Request # 00010224 Submitted By: PH12345 Status: Pending
User ID: PH12345 HName:
Phone: 333-333-3333 Email: emai@email.org
Type: SCHOOL Access Code: 00123400 Institution: UNIVERSITY i
Created: 11/30/2011 Approved on: 11/30/2011 11.51:47 Approving Authority: James Smith W

User Access Changes : Pending for ESO

System Description Action Authoritative FLS ESO
Source
Reports Adding: FedLoan Servicing Default Prevention & &

‘Cancel Request

Need help? Call our help desk at 1-800-443-0646 or send an email to ESOAccess@aessuccess.org

From the access request, the Authoritative Source can approve, deny or cancel pending requests.
See Approving, Denying and Canceling Pending Requests for more information.

December 2013
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Submitting a Request for a New User Profile

Requestors who do not have a user ID can submit a request for a new user profile from the Busi-
ness Partner Access Management System Login page without logging into the Business Partner
Access Management System.

Users possessing a user ID can submit requests for a new user ID and profile on behalf of a user
who does not have access to the Business Partner Access Management System. They can submit a
request from the Business Partner Access Management System home page by logging into the
Business Partner Access Management System or from the Business Partner Access Management
System welcome page. The process is the same.

In this example, the user has logged into the Business Partner Access Management System and is
submitting a request for a new user profile from the Business Partner Access Management System
Home page.

P’_ma \  Business Partner
_) Access Management System

Home BPAMS Tutorial My Profile User Profiles Access Reguests New Profile

Please take prompt action. Annual User Access Reviews are DUE.

Access Code Date Due Suspended Pending Retained Reinstated Terminated Detail

SCHOOL THIRD PARTY.00123400 07/29/2012 22 1 0 0 0
View Detail

SCHOOL.00123400 07/28i2012 6 0 View Detail
PARTNER.00122400 07/2812012 2 View Detail

View Detail

SCHOOL THIRD PARTY.00123400 06/16/2012 [

0
0 0
EMPLOYER.00123400 07/28i2012 0 20 3
0 0 View Detail
0 2

o o o o w

1
0
1
0
0

SCHOOL.00123400 05/20i2012 8

View Detail
SCHOOL.00123400 05/12/2012 0 30 7

w

4 View Detail

Need help? Call our help desk at 1-800-443-0646 or send an email to ESOAccess@aessuccess.org

1. From the Business Partner Access Management System home page, click New Profile.
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The New User Profile — Contact Information page displays.

P’_ma \  Business Partner
) Access Management System
Home BPAMS Tutorial My Profile User Profiles Access Requests New Profile

New User Profile

{o GONTAGT INFORMATION

“You are requesting a new USER ID. Click on "My Profile” to view your current user profile.

If you are creating a new user profile, please provide the following contact information and click Next.

First Name Last Hame

Direct Work Phone Number (###-55-458) Extension Email

Which option best describes what you do?

| wark for a High School, Post-Secondary School, Employer, or Pariner.

» lwork for a Third Party Service Provider.
| work for the Department of Education
| wark for the Commanwealth of PA, Treasury Department and require
access to financial information provided by PHEAA
Iwork for the Department of Military and Veteran Affairs and require access
to the Educational Assistance Program information provided by PHEAA.

Need help? Call our ne\'p desk at 1-800-443-0646 or send an email to ESOAccess@aessuccess.org

2. Inthe First Name field, enter the requestor’s first name.

3. Inthe Last Name field, enter the requestor’s last name.

4. In the Direct Work Phone Number ficld, enter the requestor’s 10-digit work telephone
number.

5. In the Extension field, enter the work telephone number extension.
6. Inthe Email field, enter the requestor’s email address.

7. Answer the following question: Which option best describes what you do? Select
from the following options.

» I work for a High School, Post-Secondary School, Employer, or Partner.

» I work for a Third Party Service Provider

» [ work for the Department of Education

* I work for the Commonwealth of PA, Treasury Department and require access to financial
information provided by PHEAA.

* [ work for the Department of Military and Veteran Affairs and require access to the Educa-
tional Assistance Program Information provided by PHEAA.

December 2013 Confidential/Proprietary Information - PHEAA IN0215 -
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* I work for a Guarantor and require access to information provided by PHEAA.

» I work for a Lender and require access to information provided by PHEAA.

» I work for a student loan servicing organization and require access to FedLoan Consolidation
data.

» I work for Health and Human Services.

8. Click Next, not shown.

The screen that displays next depends on the option selected in this field. Refer to the following
sections for more information:

» High School, Post-Secondary School, Employer and Partner

» Third Party Service Provider, Department of Education, Commonwealth of PA and Depart-
ment of Military and Veteran Affairs

e Guarantor
* Lender

» Student Loan Servicing Organization/DL Consolidation
e Health and Human Services

December 2013 Confidential/Proprietary Information - PHEAA IN0215 - 20
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High School, Post-Secondary School, Employer and Partner

Logged in as PH12345 , ( logout )

PH@a I\ Business Partner
/) Access Management System

User Profiles Institutions Reports New Institution

New User Profile : James Smith

v @ nccess LeveL

Which statement best describes the access you will need?

@ lwaork for a high school

< lwork for a post-secondary school and | do NOT work with Financial Aid
but require access to Special Programs (Work Study)

¢ lwaork for a post-secondary school and require access to FedLoan
Servicing. Financial Aid Senices. Loan Processing. PageCenter. or State
Grant and Special Programs

(3 lwork for a company / nen-profit organization and require access to
Work Study
(3 lwork for an organization and require access to PageCenter for GEAR-
UP., CHAFEE. or PATH programs
e |

Need help? Call our help desk at 1-800-443-0646 or send an email lo ESOAccess@aessuccess.org

The following question displays on the New User Profile — Access Level page if the
requestor selected | work for a High School, Post-Secondary School, Employer, or
Partner.

1. Answer the question: Which statement best describes the access you will need?
Select from the following options.

* I work for a high school

* I work for a post-secondary school and I do NOT work with Financial Aid but require access
to Special Programs (Work Study)

» I work for a post-secondary school and require access to FedLoan Servicing, Financial Aid
Services, Loan Processing, PageCenter, or State Grant and Special Programs

* I work for a company / non-profit organization and require access to Work Study

» I work for an organization and require access to PageCenter for GEAR-UP, CHAFEE, or
PATH program

NOTE: | work for an organization and require access to PageCenter for GEAR-
UP, CHAFEE, or PATH program is selected in this example. The following steps are the
same regardless of the option selected.
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The New User Profile — Access Level page redisplays.

P’_’aa \ Business Partner
- Access Management System

User Profiles Institutions Reports New Institution

New User Profile : James Smith

) CONTACT INFORMATION . @) Access LEVEL

Which statement best describes the access you will need?

¢ lwork for a high school

< lwork for a post-secondary school and | do NOT waork with Financial Aid
but require access to Special Programs (Wark Study)

¢ lwork for a post-secondary school and require access to FedLoan
Semvicing. Financial Aid Senices. Loan Processing. PageCenter. or State
Grant and Special Programs

¢ lwork for a company / non-profit erganization and require access to
Work Study
@  lwork for an organization and require access to PageCenter for GEAR-

UP. CHAFEE. or PATH programs

Flease enter your nine digit Federal Tax Identification Mumber (example: 003456789} in the
Access Code' field provided below and press the Enter Key or click here.

Access Code Institution or Company

Need help? Call our help desk at 1-800-443-0646 or send an email lo ESOAccess@aessuccess.org

1. Inthe Access Code ficld, enter the institution or company ID.

2. Press Enter to validate the access code. The school or company name displays to the right of
the Access Code ficld when the institution or company ID is validated.

3. Click Next to go to the New User Profile — Access Options page.
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Third Party Servicer, Department of Ed, Commonwealth of PA and Vet-
erans Affairs

in as PH12345  (logout )

PH@a \ Business Partner
_ Access Management System

User Profiles Institutions Reports New Institution

New User Profile : James Smith

A1) oo INFOR) . @ Access LEVEL
Please enter your ning digit Federal Tax Identification Number (exampls: 003456789 in the
Access Code field provided below and press the Enter Key or click here.
Access Code Institution or Company
12345678 TEST INSTITUTION MAME

The Access Code field displays on the New User Profile — Access Level page if the
requestor selected third party service provider, Department of Education, Commonwealth of PA
or Department of Military and Veteran Affairs

1. Inthe Access Code ficld, enter the institution or company ID.

2. Press Enter to validate the access code. The school or company name displays to the right of
the Access Code field when the institution or company ID is validated.

3. Click Next to go the New User Profile — Access Options page.
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PHEAA )  sosus or Recuestons.

Internal Procedure

Users and the Authoritative Source

Guarantor

Business Partner
Access Management System

PHEaa)

User Profiles Institutions Reports New Institution

New User Profile : James Smith

1) CONTACT INFORMATION @ Access LeveL

Which statement best describes the access you will need?

¢ lwaork for a Private Guarantor
O lwaork for a Title IV Guarantor

If the requestor selected | work for a Guarantor and require access to information pro-

vided by PHEAA, the following question displays.

1. Answer the question: Which statement best describes the access you will need?

Select from the following options.

» [ work for a Private Guarantor.
* [ work for a Title IV Guarantor.

NOTE: | work for a Title IV Guarantor is sclected in this example. The following steps

are the same regardless of the option selected.
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PHEAA )  sosus or Recuestons.

Internal Procedure

Users and the Authoritative Source

The New Profile — Access Level page redisplays.

Business Partner
Access Management System

PHEaa)

User Profiles Institutions Reports New Institution

New User Profile : James Smith

1) CONTACT INFORMATION

Which statement best describes the access you will need?

3 lwork for a Private Guarantor
@ lwork for a Title IV Guaranter

Flease enter your six digit Guarantor Code (example: 003456) in the ‘Access Code'field
provided below and press the Enter Key or click here.

Access Code Institution or Company

In the Access Code ficld, enter the institution or company ID.

3. Press Enter to validate the access code. The school or company name displays to the right of
the Access Code ficld when the institution or company ID is validated.

Click Next to go to the New User Profile — Access Options page.
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Internal Procedure

P ’-ma)j BPAMS for Requestors, Users and the Authoritative Source

Lender

PH@a \ Business Partner
: Access Management System

Login New Profile

New User Profile : James Smith

1) CONTACT INFORMATION @ Access LeveL

Which statement best describes the access you will need?

| require access to guarantor information provided by PHEAA.

) | require access to FedLoan Consolidation data.

Need help? Call our help desk at 1-800-443-0646 or send an email to ESO0A(

If the requestor selected | work for a Lender and require access to information pro-
vided by PHEAA, the following question displays.

1. Answer the question: Which statement best describes the access you will need?
Select from the following options.

» I require access to guarantor information provided by PHEAA.
» I require access to FedLoan Consolidation data.

NOTE: | require access to FedLoan Consolidation data is sclected in this example.
The following steps are the same regardless of the option selected.
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PHeaad)

Internal Procedure

BPAMS for Requestors, Users and the Authoritative Source

The New Profile — Access Level page redisplays.

Business Partner
Access Management System

PHEad)

Login New Profile

New User Profile : James Smith

#1) CONTACT INFORMATION 0 ACCESS LEVEL

Which statement best describes the access you will need?

» | require access to guarantor information provided by PHEAA.
@ | require access to FedLoan Consolidation data.

Please enter your 6 digit Lender Number (example: 812345) in the "Access Code' field provided
and press the Enter Key or click here.

Access Code Institution or Company

m

Need help? Call our help des

646 or send an email to ESO

Next

2. Inthe Access Code ficld, enter the institution or company ID.

3. Press Enter to validate the access code. The school or company name displays to the right of
the Access Code ficld when the institution or company ID is validated.

4. Click Next to go to the New User Profile — Access Options page.
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Internal Procedure

P ’-ma)j BPAMS for Requestors, Users and the Authoritative Source

Student Loan Servicer for Direct Loan Consolidation

P’_ma \ Business Partner
) ) Access Management System

Lagin New Prafile

New User Profile : James Smith

V1) con I : @ rccessLevel

Which statement best describes the access you will nead?

| senvice student loans on behalf of a school
I senvice student loans on behalf of a lender

Nead help? Call our help des 800-443-0646 or send an emall 1o E

If the requestor selected | work for a student loan servicing organization and | require
access to FedLoan Consolidation data, the following question displays.

1.

Answer the question: Which statement best describes the access you will need?
Select from the following options.

I service student loans on behalf of a school.
I service student loans on behalf of a lender.

NOTE: | service student loans on behalf of a lender is sclected in this example. The
following steps are the same regardless of the option selected.
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PHeaad)

Internal Procedure

BPAMS for Requestors, Users and the Authoritative Source

The New Profile — Access Level page redisplays.

Business Partner
Access Management System

PHEad)

Login New Profile

New User Profile : James Smith

#1) CONTACT INFORMATION 0 ACCESS LEVEL

Which statement best describes the access you will need?

- | senice student loans on behalf of a school.
@ | senice student loans on behalf of a lender.

Please enter your 6 digit Servicer Number (example: 711111) in the ‘Access Code’ field
provided and press the Enter Key or click here.

Access Code Institution or Company

m

Need help? Call our help des

646 or send an email to ESO

Next

2. Inthe Access Code ficld, enter the institution or company ID.

3. Press Enter to validate the access code. The school or company name displays to the right of
the Access Code ficld when the institution or company ID is validated.

4. Click Next to go to the New User Profile — Access Options page.
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Internal Procedure

P ’-ma)j BPAMS for Requestors, Users and the Authoritative Source

Health and Human Services

P'_ma \ Business Partner
) ) Access Management System

Lagin New Prafile

New User Profile : James Smith

Please enler your & digil Health and Human Senvices Number (example: 310001 or 111111} in
the ‘Access Code' field provided and press the Enter Key or glick hara

Access Code Institution or Company

Nead help? Call our help desk al 1-800-443-0646 or send an emall to EX

1. Inthe Access Code ficld, enter the institution or company ID.

2. Press Enter to validate the access code. The school or company name displays to the right of
the Access Code field when the institution or company ID is validated.

3. Click Next to go to the New User Profile — Access Options page.
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Internal Procedure

P ’-ma)j BPAMS for Requestors, Users and the Authoritative Source

The New User Profile — Access Options page displays after all access level selections have
been made.

P’_ma \ Business Partner
: Access Management System

User Profiles Institutions Reports New Institution

New User Profile : James Smith

1) CONTACT INFORMATIOH 2 ) ACCESS LEVEL : ACCESS OPTIONS :‘ 4 CONFIRMATION

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

Application Access Options for MY TITLE IV GUARANTOR (000123 )

Instructions: Click “Update” to change or request access. Vihen finished, click the Submit button te submit access changes for processing

= Title IV Guarantor: Applications

PageCenter Update | No Access

Submit Request to Create User

The New User Profile — Access Options page displays a list of resources for which the
requestor can submit a request. The requestor’s current access displays to the right of each
resource. When a request for a new user profile is submitted, the user has no access.

1. To select access, click Update to the right of the resource.
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Internal Procedure

P ’-ma)j BPAMS for Requestors, Users and the Authoritative Source

A dialog box displays with the access options for the selected resource. The access options that
display depend on the resource selected.

P’ma Business Partner 2 Logoed in as PH12345 {logout )
Access Management System Find user profile s
User Profiles nstitutions Reports Hew Institution

New User Profile : James Smith

# & © 2ccessopTions

Application Access Options for MY TITLE IV GUARANTOR (000123 )

ate” to chal uest access. W

¥ Title IV Guarantor: Applications

PageCenter
PageCenter T Access ®
MO Access
0K | Cancel
Previous - .

2. Select an access option and click OK. Click Cancel to return to the New User Profile —
Access Options page without making a selection.
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Internal Procedure

P ’-ma)j BPAMS for Requestors, Users and the Authoritative Source

The New User Profile — Access Options page redisplays.

P’_ma \ Business Partner
] Access Management System

User Profiles Institutions Reports New Institution

New User Profile : James Smith

1 ) CONTACT INFORMATION 2 ) ACCESS LEVEL \J- o ACCESS OPTIONS 4 CONFIRMATION
. 4

Application Access Options for MY TITLE IV GUARANTOR (000123 )
Instructions: Click "Update” to change or request access. When finished, click the Submit button to submit access changes for processing

¥ Title IV Guarantor: Applications

Update | No Access
PageCenter

Adding Access

Submit Request to Create User

A message displays below the resource indicating that the access option has been changed.

3. To submit the request for a new user profile and access, click Submit Request to Create
User.
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Internal Procedure

BPAMS for Requestors, Users and the Authoritative Source

The Verification dialog box displays.

Business Partner
Access Management System

PHead )

New User Profile : James Smith

N

Logged in as PH12345 { logout )
Find user profile e

v v e ACCESS OPTIONS

Verification
Application Access Options for I IV GUARANTOR
nstructions: Click "Update” to change of =22 (Uhen finizhe) Please review your changes before proceeding.

Laztivame  sumn A
Phone 7175555555
> Title IV Guarantor: Applications Extension 5555
Ernail email@email.com
UserTyne  TWGUAR
PageCenter Company MY TITLE IV GUARANTOR
Access Code 000123
+ Adding Access to PageCenter
Comiments;
| ~

Previous
[

4 Return to Form

\@)Submit Changes

4. In the Comments ficld, enter a comment. This field is optional.

5. Click Submit Changes to submit the changes or click Return to Form to return to the
Application Access Options page without submitting the changes.
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Internal Procedure

BPAMS for Requestors, Users and the Authoritative Source

The Authoritative Source Options dialog box displays if the request for a new user profile is
submitted by an authoritative source.

PH@a \ Business Partner
] Access Management System

Home My Profile User Profiles Access Requests New Profile

- X Update | No Access
FedLoan Sericing Default Prevention -
Adding Access
Authoritative Source Options
~ School: Financial Aid Services
You are an Authoritative Source for this user. Do you want to mark
FAS (Financial Aid Serices) Updd these chanues_as_apprwe(l 01r do you want to send themto
CPS, Federal Grants and Direct Lending processing another Authoritative Source?
Secure File Transfer (Reports) Upds O Click here to mark these changes as Approved.
@ Click here to send changes to anather Authoritative Source.

~ School: Loan Processing Submit Ch
ubrmr anges

Private Loan Processing/AES Default Prevention Upde o mTTESS
Return AES Loan Disbursements (Web Refunds) _Update | No Access
Send and Receive for Loan Processing (Web File Update | No Access

Transmissions]
¥ School: Reports

Reparts Update | No Access

Need help? Call our help desk at 1-800-443-0846 or send an email to ESOAccess(@aessuccess.org

6. Select one of the following options. Click the radio button to make a selection.

« Click here to mark these changes as Approved.
« Click here to send changes to another Authoritative Source.

7. Click Submit Changes.
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Internal Procedure

P ’-ma)j BPAMS for Requestors, Users and the Authoritative Source

The following message displays on the New User Profile — Confirmation page:
Your changes were successfully submitted. Request Number XXXXXXXX has been
created.

PH@a \ Business Partner
# Access Management System

User Profiles Institutions Reports New Institution

New User Profile

#1) CONTACT INFORMATION &2 ACCESS LEVEL #3  ACCESS OPTIONS > o CONFIRMATION

Your changes were successfully submitted.

Request number 00010471 has been created

When a request for a user ID and profile is submitted, a notification email is sent to the user’s
Authoritative Source notifying them that an access request is pending.

Once the request is approved by the Authoritative Source—or if it was submitted by the Authorita-
tive Source and approved-—it is sent to the Business Unit Approver for final approval before it is
completed by the Enterprise Security Office.

December 2013 Confidential/Proprietary Information - PHEAA IN0215 - 36




Internal Procedure

P ’-ma)j BPAMS for Requestors, Users and the Authoritative Source

Searching for User Profiles and Open Access Requests

The Authoritative Source can search for user profiles and open access requests from the User Pro-
files page, and the Access Requests page. Users can search for open access requests only. All
options are explained.

To search for user profiles on the User Profiles page, see Searching for User Profiles on the User
Profiles Page for more information.

To search for access requests on the Access Requests page, see Searching for Access Requests on
the Access Requests Page for more information.
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Internal Procedure

BPAMS for Requestors, Users and the Authoritative Source

Searching for User Profiles on the User Profiles Page

Follow the steps below to search for user profiles on the User Profile page.

P’_ma \  Business Partner
) Access Management System

Home BPAMS Tutorial My Profile User Profiles Access Reguests New Profile

Please take prompt action. Annual User Access Reviews are DUE.

Access Code Date Due Suspended Pending Retained Reinstated Terminated Detail
SCHOOL THIRD PARTY.00123400 07/29/2012 22 il 0 0 0

View Detail
SCHOOL.00123400 0712812012 5 0 0 3 1 [ e
PARTNER.00123400 07/28/2012 0 2 0 0 o
EMPLOYER.00123400 07/28/12012 0 20 3 0 1
SCHOOL THIRD PARTY.00123400 06/16/2012 0 Fi 0 0 0
SCHOOL.00123400 05/20/12012 0 8 2 0 0 —
SCHOOL.00123400 05/12/2012 0 30 7 3 4 o

Need help? Call our help desk at 1-800-443-0646 or send an email to ESOAccess@aessuccess.org

1. To search for a user profile on the User Profiles page, click User Profiles on navigation
menu.

NOTE: The Authoritative Source may search for a user profile from any screen in the Busi-
ness Partner Access Management System by entering the user ID in the Find user profile
field, located in the top-right corner of the screen, and clicking Search.
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Internal Procedure

P ’-ma)j BPAMS for Requestors, Users and the Authoritative Source

The User Profiles search page displays.

in as PH12345
| Search

-~ ¢
P’ma Business Partner
) Access Management System

Home My Profile User Profiles Access Requests New Profile

User D Last Name Status Access Code  Auth Source
B Active v v
User Type Access Code User ID Name Status Phone Email Detail
SCHOOL 01101100 PH12345 John Doe Active 717-234-5678 jdoe@pheaa.org View Details
SCHOoOL 01101100 PH12345 John Smith Active T17-234-5678 email@email.com View Details
SCHOOL 01101100 PH12345 John Dos Active 717-234-5678 jdoe@pheaa.org View Details
SCHOOL 01101100 PH12345 John Smith Active T17-234-5678 email@email.com View Details

4 gocuments found

Need help? Call our help desk al 1-800-443-0646 or send an emall to ESOAccess@ SSUCCESS.org

Use the search options at the top of the screen to search for a user profile. Define as many criteria
as possible to narrow the list of search results but be careful to select non-conflicting criteria; oth-
erwise, an error may occur and no results will be returned. At least one field is required.

2. Inthe User ID field, enter the ID of the user, if known.

3. Inthe Last Name ficld, enter the user’s last name.

4. Click the down arrow in the Status field and select the status of the user profile.

5. Inthe Access Code, enter the access code assigned to the user’s institution.

6. Click the down arrow in the Auth Source field and select Yes to indicate that the user is an
Authoritative Source. Leave this field blank if the user is not an Authoritative Source.

7. Click Search to return a list of user profiles that match the entered search criteria.

NOTE: Click the eraser icon to the left of the User ID field to clear the search results and
begin a new search.
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Internal Procedure

P ’-ma)j BPAMS for Requestors, Users and the Authoritative Source

The User Profiles search page redisplays a list of user profiles that match the search criteria.

P’_ma \ Business Partner
] Access Management System

Home My Profile User Profiles Access Requests New Profile
UserID Last Hame Status AccessCode  Auth Source
B8 [pnizus | | | [Actve  v] | | | v [Lsearen |
User Type Access Code User ID Hame Status Phone Email Detail
SCHOOL 01101100 PH12345 John Doe Active 717-234-5678 jdoe@pheaa.org

1 decument found

Need help? Call our help desk at 1-800-443-0646 or send an email to ESOACcesS@aessuccess.org

8. Click View Details to open the user profile.
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PHEAA )  sosus or Recuestons.

Internal Procedure

Users and the Authoritative Source

The User Profile page displays.

Business Partner
Access Management System

PHEAd)

Home BPAMS Tutorial My Profile User Profiles. Access Requests

For AES serviced loans access andior State Grant and Special Programs access:
Visitthe AES website now

User Profile 8888

Hew Profile

First Hlame Last Name
Test Testman
Direct Work Phone Number Ext Email

2223334444 test@test.com

} Institution Information

» Application Access

Need help? Call our help desk at 1-500

3-0646 or send an email o ESOAccess@aessuccess.org

Wiew Reguest History Expand All Printable Version

From the User Profile screen, users and the Authoritative Source can view and change the user
profile information and access privileges or terminate the user profile.

To view or change a user profile, see Viewing User Profiles and Access Privileges for more infor-

mation.

To terminate user profiles, see Submitting a Request to Terminate a User Profile or more informa-

tion.
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Internal Procedure

BPAMS for Requestors, Users and the Authoritative Source

Searching for Access Requests on the Access Requests Page

Follow the steps below to search for open access requests on the Access Requests page.

P’_ma \  Business Partner
) Access Management System

Home BPAMS Tutorial My Profile User Profiles Access Reguests New Profile

Please take prompt action. Annual User Access Reviews are DUE.

Access Code Date Due Suspended Pending Retained Reinstated Terminated I}eiqn

SCHOOL THIRD PARTY.00123400 07/29/2012 22 1 0 0 0 [ view oot
SCHOOL.00123400 0712812012 B 0 0 5 ; e
PARTNER 00123400 0712812012 0 2 0 o ; \-ﬁ.;.‘;.«;;:rw
EMPLOYER 00123400 07/2812012 0 20 3 : ; m.;.‘:'m;;"‘r "
SCHOOL THIRD PARTY.00123400 06/16/2012 0 i 0 0 0 " pre— =
SCHOOL.00123400 05/20/12012 0 8 2 0 0 m‘;:;:;;rﬂ
SCHOOL.00123400 05M12/2012 0 a0 7 9 4 ]'-";;‘;;';—I—w

Need help? Call our help desk at 1-800-443-0646 or send an email to ES0Access@aessuccess.org

1. To search for an open access request on the Access Requests page, click Access
Requests the navigation menu.
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Internal Procedure

P ’-ma)j BPAMS for Requestors, Users and the Authoritative Source

The Access Requests scarch page displays.

Use the search options at the top of the screen to search for an access request. Define as many cri-
teria as possible to narrow the list of search results but be careful to select non-conflicting criteria;
otherwise, an error may occur and no results will be returned. At least one field is required.

PH@a \ Business Partner
] Access Management System

Home My Profile User Profiles Access Requests New Profile
Request No.  User 1D Status Role Access Code
| |Pending v |AS v
Request No. Type UserlD Hame Status Role Claimed By Last Action Date Last Action By Last Comment Detail
00010484 Mew  TEMFID 00010484 Rebecca Smith Pending A3 04/09/2012 10:50:55 Anonymous View Details
00010485 MNew  TEMP ID 00010485 Rodney Smith Pending AS 04/09/2012 10:55:24 Anonymous View Details
00010486 MNew  TEMP ID 00010486 Rhonda Smith Pending AS 04/09/2012 10:57:37 Sydney Smith View Details

3 decuments found

Need help? Call our help desk at 1-800-443-0846 or send an email to ESOAccess(@aessuccess.org

2. Inthe Request No. field, enter the number of the access request, if known.
3. Inthe User ID field, enter the ID of the user, if known.
4. Click the down arrow in the Status field and select the status of the access request.

5. Click the down arrow in the Role field and select the role of the user for which the access
request is pending action.

6. Inthe Access Code, enter the access code assigned to the requestor’s institution.
7. Click Search to return a list of access requests that match the entered search criteria.

NOTE: Click the eraser icon to the left of the Request No. ficld to clear the search results
and begin a new search.
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P aj Internal Procedure

BPAMS for Requestors, Users and the Authoritative Source

The Access Requests scarch page redisplays a list of access requests that match the search
criteria.

PH@a \ Business Partner
] Access Management System

Home My Profile User Profiles Access Requests New Profile
Request No.  User 1D Status Role Access Code
14 [oootodas | | | [Pending | |As v | - [Lsearen |
Request No. Type UserlD Name Status Role Claimed By Last Action Date Last Action By Last Comment Detail
e —
00010484 Mew  TEMFID 00010484 Rebecca Smith Fending A3 04/09/2012 10:50:55 Anonymous View Details

1 document found

Need help? Call our help desk at 1-800-443-0846 or send an email to ESOAccess(@aessuccess.org

1. Click View Details to open the access request.
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PHeaad)

Internal Procedure

BPAMS for Requestors, Users and the Authoritative Source

The Access Request page displays.

From the Access Request screen, the Authoritative Source can approve, deny or cancel the

access request or terminate the user profile.

Business Partner
Access Management System

PHEaa)

User ID: PH12345 Hame:

Phone: 333-333-2322 Email: emai@email.org

Type: SCHOOL Access Code: 00123400
Created: 11/30/2011 Approved on: 11/30/2011 11:51:47

Institution: UNIVERSITY
Approving Authority: James Smith

User Access Changes : Pending for ESO

 School: Reports
System Description Action

Reports Adding: FedLoan Servicing Default Prevention

*» Action i Status History

Home BPAMS Tutorial My Profile User Profiles Access Requests. New Profile
Request to Change Access:
E03311 Expand All Printable Version
Request # 00010224 Submitted By: Status: Pending

Authaoritative FLS ESO

Source
&

el

Need help? Call our help desk at 1-800-443-0646 or send an email to ESOAccess@aessuccess.org

‘Cancel Request

To approve, deny or cancel an access request, see Approving, Denying and Canceling Pending
Requests for more information.

To terminate a user profile, see Submitting a Request to Terminate a User Profile.
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Internal Procedure

BPAMS for Requestors, Users and the Authoritative Source

Viewing User Profiles and Access Privileges

After logging into the Business Partners Access Management System, users and the Authoritative
Source can view their profile and access privileges and submit requests to change access.

P’_’ma \  Business Partner
) Access Management System

Home BPAMS Tutorial Wy Profile User Profiles Access Requests New Profile

Please take prompt action. Annual User Access Reviews are DUE.

Access Code Date Due Suspended Pending Retained Reinstated Terminated  Detail
SCHOOL THIRD PARTY 00123400 07/29/2012 22 1 0 0 0

View Detail
SCHOOL 00123400 0712812012 5 0 0 3 1 [ENOT
PARTNER 00123400 0712812012 0 2 0 0 0 F—
EMPLOYER 00123400 0712812012 0 20 3 0 1 |
SCHOOL THIRD PARTY.00123400 06/16/2012 0 7 0 0 0
SCHOOL 00123400 0512012012 0 8 2 0 0
SCHOOL 00123400 0511212012 0 k1] 7 3 4

Need help? Call our help desk at 1-800-443-0646 or send an email to ESOAccess@aessuccess.org

1. To view your own user profile and access privileges or to submit a request to change access,
click My Profile on the Business Partner Access Management System home page.

NOTE: To view another user’s profile and access privileges, use the search features to search
for a user profile or an open access request. See the Searching for User Profiles and Open
Access Requests section of this user procedure for step-by-step instructions.
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Internal Procedure

BPAMS for Requestors, Users and the Authoritative Source

The user’s profile page displays.

P’_ma \  Business Partner
) Access Management System

Home BPAMS Tutorial My Profile User Profiles Access Requests New Profile

For AES serviced loans access andior State Grant and Special Programs access:
Visitthe AES website now

User Profile PH12345

Authoritative Source View Request History Expand All Printable Version
First Hame Last Hame
James Smith
Direct Work Phone Number Ext. Email
7177205555 jsmith@email.org

+ Institution Information

» Access Options

* Profile History

Edit Profile ‘Submit Changes Terminate User

Need help? Call our help desk at 1-800-443-0646 or send an email to ESOAccess@aessuccess.org

A link to the AES Web site displays at the top of the page.

The User Profile section displays the user’s identifying information.
NOTE: To update demographic information, click Edit Profile. See user guide WB0120-
Web Login & Authentication for Partners_User Guide AES for instructions on updating

the user profile.

2. Click Institution Information to expand that section.

December 2013 Confidential/Proprietary Information - PHEAA IN0215 - 47




Internal Procedure

P ’-ma)j BPAMS for Requestors, Users and the Authoritative Source

The User Profile page redisplays with the Institution Information section expanded.

- :
PH@a \ Business Partner
,) Access Management System

Home: BPAMS Tutorial My Profile User Profiles Access Requests Hew Profile
iew R tory Expand Al Al
First Hame Last Name
James Smin
Direct Viork Phone Number Ext. Email
T1TT205555 |smitni@emailorg

¥ Institution Information

Uger Type Actess Code Institution or Company
SCHOOL 00123400 UNINVERSITY W

Autheritative Source(s) for Access Code M332900:
test fourteen

This user is an Authoritative Source for all of the following access codes:
SCHOOL. 00123400

» Access Options

¥ Profile History

rer—
BACK

Edit Profile Submit Changes Terminate User

Need help? Call our hedp desk at 1-800-443-0846 or send an email o ESOAccess{iaessuccess ong

The User Type, Access Code and Institution or Company fields are protected and cannot
be updated by the user. Click on the link in the Institution or Company ficld to view the insti-
tution’s profile.

Authoritative Source(s) for Access Code XXXXXXXX displays a list of the Authoritative
Sources for the organization’s access code.

This user is an Authoritative Source for all of the following access codes displays a
list of access codes for which the user is an Authoritative Source. This displays only if the user is

an authoritative source.

3. Click Access Options to expand that section.
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Internal Procedure

P ’-ma)j BPAMS for Requestors, Users and the Authoritative Source

The User Profile page redisplays with the Access Options section expanded.

PH@a \ Business Partner
3 ) Access Management System

Home My Profile User Profiles Access Requests New Profile

- Access Options

Application Access Options for SAMPLE UNIVERSITY { 01101100 )
Instructions: Click "Update™ te change or reguest access. When finished, click the Submit button te submit access changes for processing.

¥ School: FedLoan Servicing

FedlLoan Senicing Default Prevention Undale | Access ( Adding )

~ School: Loan Processing

Private Loan Processing/AES Default Prevention | Update | No Access

Retum AES Loan Disbursements (Weh Refunds) Update | No Access

Send and Receive for Loan Processing (Web File Transmissions) Updﬂte No Access

¥ School: Reports

Reports Update | No Access

Need help? Call our help desk at 1-800-443-0646 or send an email to ESOAccess@aessuccess.org

4. 1Inthe Access Options section of the profile, click Update to the right of the resource to
submit a request to change access privileges.
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A dialog box displays with the access options for the selected resource. The access options that
display depend on the resource selected.

. inas Emzus - (logout)

PHaa Business Partner
Access Management System Siptusakpidlile Search

Home Iy Profile User Profiles Access Requests New Profile

* Access Options

Application Access Options for SAMPLE UNIVERSITY { 01101100
ate™ est £33 hen

Instructions: Click "Update™ to change
\ Private Loan Proc ing/AES Default Preventi
= School: FedLoan Servicing ‘ .
Mo Access [Cl]
Inequire Only )

FedLoan Senicing Default Prevention

) (

Loan Cedification Update Authority Q

¥ School: Loan Processing

% Cancel
Private Loan Processing/AES Default Prevention UpoatE
Retumn AES Loan Disbursements (Web Refunds) pdate
Send and Receive for Loan Processing {Web File Transmissions) Lpnar
~ School: Reports
Reports Update

Need help? Call our help desk at 1-800-443-0646 or send an email to ESOAccess(@aessuccess.org

5. Select an access option and click OK. Click Cancel to return to the Access Options page
without making a selection.
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The Access Options section of the My Access page redisplays.

PH@a \ Business Partner
3 ) Access Management System

Home My Profile User Profiles Access Requests New Profile

~ Access Options
Application Access Options for SAMPLE UNIVERSITY { 01101100 )

Instructions: Click "Update™ te change or reguest access. When finished, click the Submit button te submit access changes for processing.

¥ School: FedLoan Servicing

FedlLoan Senicing Default Prevention Undale | Access ( Adding )

~ School: Loan Processing

- sz - Update | No Access
Private Loan Processing/AES Default Prevention — ————

Adding Inquire Only

Retumn AES Loan Disbursements (Web Refunds) _Upaat | No Access

Send and Receive for Loan Processing (Web File Transmissions) | Update | No Access

¥ School: Reports

Reports No Access

Need help? Call our help desk at 1-800-443-0646 or send an email to ESOAccess@aessuccess.orng

A message displays below the resource indicating that the access option has been changed.

6. Click Profile History, not shown, to expand that section.
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The User Profile page redisplays with the Profile History section expanded.

P’_ma \  Business Partner
) Access Management System

Home BPAMS Tutorial My Profile User Profiles Access Requests New Profile

» Access Options

= Profile History

History contained here is related to changes on this profile. To view the request history for this user please click here - view request history.

D6M9I2013 13:23:44; test ‘ ‘
The following fields have been modified: AddComment was PH12345
06/19/2013 12:32:56: removing all access, for John Smith

The following fields have been modified: AddComment was PH12345
06/19/2013 10:19:35: test remove these accesses

The following fields have been modified: AddComment was PH12345

Need help? Call our help desk at 1-800-443-0646 or send an email to ESOAccess@aessuccess.org

The Profile History section displays a history of the actions taken on the profile.

7. Click Submit Changes at the bottom of the My Access page.
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The Verification dialog box displays.

P’_m a Business Partner
Access Management System
Home BPAMS Tutorial My Profile User Profiles Access Requests New Profile
Authoritative Source View Request History Expand All Printable Version
First Name Last Name
James. Smith
Verification
Direct Work Phone Humber Ext. Email Please review your changes hefore proceeding.
First Mame James
7177205555 smith@en|  LastName Smith
Direct Wark Phone Mumber 7177205555
¥ Institution Information bl ISTuttiRcmatong
User Type Access Code |
SCHOOL 00123400
Authoritative Source(s) for Access Code 00123400
test fourteen | =
X - 2 Return to Form .:_;,SubmnChanges |
This user is an Authoritative Source for all of the following access codes: s St SRS RS B |
SCHOOL 00123400
» Access Options
» Profile History
Edit Profile Submit Changes Terminate User i
Need help? Call our help desk at 1-800-443-0646 or send an email to ESOAccess@aessuccess.org

8. Review the changes and click Submit Changes to submit the changes. Click Return to
Form to return to the user profile without submitting the changes.
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The Authoritative Source Options dialog box displays if the request for access is submitted
by an authoritative source.

PH@a \ Business Partner
] Access Management System

Home My Profile User Profiles Access Requests New Profile

- X Update | No Access
FedLoan Sericing Default Prevention
Adding Access
Authoritative Source Options
~ School: Financial Aid Services
You are an Authoritative Source for this user. Do you want to mark
FAS (Financial Aid Serices) Updd these chanues_as _a|)|)rwe(| 01r do you want to send themto
CPS, Federal Grants and Direct Lending processing another Authoritative Source?
Upds O Click here to mark these changes as Approved.

Secure File Transfer (Reports)
@ Click here to send changes to anather Authoritative Source.

~ School: Loan Processing Submit Ch
ubrmr anges

Private Loan Processing/AES Default Prevention Upde o mTTESS
Return AES Loan Disbursements (Web Refunds) _Update | No Access
Send and Receive for Loan Processing (Web File Update | No Access

Transmissions)

¥ School: Reports

Reparts Update | No Access

Need help? Call our help desk at 1-800-443-0846 or send an email to ESOAccess(@aessuccess.org

9. Select one of the following options. Click the radio button to make a selection.

« Click here to mark these changes as Approved.
» Click here to send changes to another Authoritative Source.

10. Click Submit Changes.
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P ’-ma)j BPAMS for Requestors, Users and the Authoritative Source

The following message displays: Your changes were successfully submitted.

PH@a \ Business Partner
3 ) Access Management System

Home My Profile User Profiles Access Requests New Profile

Your changes were successfully submitted.

Request number 00010581 has been created

Need help? Call our help desk at 1-800-443-0646 or send an email to ESOAccess@aessuccess.orng

If access changes were made, the following message displays: Request number XXXXXXXX
has been created.

When a request to change access privileges is submitted, a notification email is sent to the user’s
Authoritative Source notifying them that an access request is pending.

Once the request is approved by the Authoritative Source, it is sent to the Business Unit Approver
for final approval before it is completed by the Enterprise Security Office.

NOTE: Changes to user profile information do not generate an email or a request.
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Approving, Denying and Canceling Pending Requests

All access requests must be approved by the requestor’s Authoritative Source before they can be
approved and completed by PHEAA’s business units and the Enterprise Security Office. If an
institution has more than one Authoritative Source, only one approval is necessary.

Authoritative Source(s) can access pending requests from a notification email link or by searching
on the Business Partners Access Management Home page or the Access Requests page.

To access a pending request from a notification email link or from the Home page or Access

Requests page, see Logging into the Business Partner Access Management System or Search-
ing for User Profiles and Open Access Requests.
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Approving and Denying a Pending Access Request

Follow the steps in this section to approve or deny a pending access request.

PH@a \ Business Partner
] Access Management System

Home MMy Profile User Profiles Access Requests New Profile

New User Access Request:

TEMP ID 00010484 Expand All Printable Version
Request # 00010484 Submitted By: Anonymous Status: Pending

User ID: New User Name: Anonymous

Phone: 717-555-1212 Email: email@email.com

Type: SCHOOL Access Code: 01101100 Institution: SAMPLE UNIVERSITY .
Created: 04/02/2012 Pending Approval Approving Authority: John Do

User Access Changes : Pending for Authoritative Source

~ School: FedLoan Servicing

System Description Action Authoritative ALS FLS ESO
Source
FedLoan Servicing Default Adding: Access
& || X
Prevention

+ School: Loan Processing

System Description Action Authoritative ALS FLS ESO
Source

Private Loan Adding: Inquire Only < |[%

Processing/AES Default

Prevention

+ School: State Grant & Special Programs (Financial Aid Administrators Only)

System Description Action Authoritative ALS FLS ESOD
Source

PA State Grant System  Adding: Access < |[%

including NETS and Robert L

C.Byrd

» Action  Status History

Save and Process Request Cancel Request Reset Form

Need help? Call our help desk at 1-800-443-0646 or send an email to ESOACCess@aessUCCess.org

1. Inthe Action field, click the green checkmark to approve the pending access request or click
the red “X” to deny it.

2. Click Save and Process Request to save the changes and process the access request.
Click Reset Form to reset the access request form.
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The Verification dialog box displays.

PH@ a Business Partner Mlmmu Alogout ) :
Access Management System Find user profile: et
.\MM_

Home My Profile User Profiles Access Requests New Profile

New User Access Request:
Verification 3 hand All Printable Version
Please review your changes before proceeding.
Request & [ 184 A
ccess Access Request# 00010484,

User ID: New User
Phone; 717-555-1212
Type: SCHO &
Created: 04/09/2012 Comments:
User Access Changes : Pending for Autl| |
~ School: FedLoan Servicing 3% Retum to Form <2 Submit Changes

System Description o ~ALS FLS ESO

Source

FedLoan Servicing Default Adding: Access e

Prevention i ot
+ School: Loan Processing

System Description Action Authoritative ALS ~ FLS  ESO

Source

Private Loan Adding: Inquire Only @ =

Processing/AES Default ot s

Prevention

Need help? Call our help desk at 1-800-443-0646 or send an email to ESOAccess@aessuccess.org

3. Inthe Comments ficld, enter a comment. This field is optional.

4. Click Submit Changes to submit the changes or click Return to Form to return to the
Access Request page without submitting the changes.
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BPAMS for Requestors, Users and the Authoritative Source

The Access Request page redisplays with the following message: Your changes were suc-
cessfully submitted.

PH&& \ Business Partner
_ ) Access Management System

Home Iy Profile User Profiles Access Requests New Profile

Your changes were successfully submitted.

Need help? Call our help desk at 1-800-443-0646 or send an email to ESOAccess(@aessuccess.org

When a request to change access privileges is approved by the authoritative source(s), a notifica-
tion email is sent to the business unit approver(s) notifying them that an access request is pending.

Once the request is approved by the business unit approver(s), a notification email is sent to
Enterprise Security Office notifying them that an access request is pending.

When an access request is denied, notification emails are sent to the requestor and the authorita-
tive source(s) notifying them that the access request has been denied.
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BPAMS for Requestors, Users and the Authoritative Source

Canceling a Pending Access Request

PHma \ Business Partner
. Access Management System

Home Ily Profile User Profiles Access Requests New Profile
i
New User Access Request:
TEMP ID 00010484 Expand All Printable Version
Request#: 00010484 Submitted By: Ancnymous Status: Pending

User ID: New User Name: Anonymaous

Phone: 717-555-1212
Type: SCHOOL
Created: 04/09/2012

Email: email@email.cam
Access Code: 01101100
Pending Approval

Institution: SAMPLE UNIVERSITY
Approving Authority: John Doe

User Access Changes : Pending for Autheritative Source

« School: FedLoan Servicing

System Description Action Authoritative ALS ~ FLS ESO
Source
FedLoan Servicing Default Adding: Access
v | X
Prevention L

= School: Loan Processing

System Description Action Authoritative ALS ~ FLS ESO
Source

Private Loan Adding: Inguire Only v [ %

Processing/AES Default L outoie|

Prevention

 School: State Grant & Special Programs (Financial Aid Administrators Only)

System Description Action Authoritative ALS FLS ESO
Source

PA State Grant System  Adding: Access v %

including NETS and Robert T

C.Byrd

¥ Action / Status History

Save and Process Request ‘Cancel Request Reset Form

Need help? Call our help desk at 1-800-443-0646 or send an email fo ES

1. To cancel a pending request, click Cancel Request.
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The Verification dialog box displays.

PH@ a Business Partner n as PH12345 . (logout ) :
Access Management System Find user profile: e
.\MM_

Home My Profile User Profiles Access Requests New Profile

New User Access Request:
Verification 3 hand All Printable Version
Please review your changes before proceeding.
Request & [ 184 A
ccess Access Request# 00010484,

User ID: New User
Phone: 11¢ 560 121 CANCEL REQUEST (Comment Required)
Type: SCHO &
Created: 04/09/2012 Comments:
User Access Changes : Pending for Autl| |
~ School: FedLoan Servicing 3% Retum to Form <2 Submit Changes

System Description o ~ALS FLS ESO

Source

FedLoan Servicing Default Adding: Access e

Prevention i ot
+ School: Loan Processing

System Description Action Authoritative ALS ~ FLS  ESO

Source

Private Loan Adding: Inquire Qnly

Processing/AES Default g

Prevention

Need help? Call our help desk at 1-800-443-0646 or send an email to ESOAccess@aessuccess.org

2. In the Comments field, enter a comment. This field is required when canceling a request.

3. Click Submit Changes to submit the changes or click Return to Form to return to the
Access Request page without submitting the changes.
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The Access Request page redisplays with the following message: Your changes were suc-
cessfully submitted.

PH@a \ Business Partner
. Access Management System

Home Iy Profile User Profiles Access Requests New Profile

Your changes were successfully submitted.

Need help? Call our help desk at 1-800-443-0646 or send an email to ESOACCESS(@ae55UCCesS

When an access request is canceled, notification emails are sent to the requestor and the authorita-
tive source(s) notifying them that the access request has been canceled.
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Approving and Denying Third Party Requests

When an institution submits a form to grant access to a third party, a notification email is sent to
the third-party authoritative source(s) notifying them that a request to accept access is pending.
The third-party authoritative source(s) must confirm that their users may be granted access to the
new institution’s information.

PHma \ Business Partner
: Access Management System

Home My Profile User Profiles Access Requests New Profile

Request to Accept Access to Institution:

Expand All Printable Version

Request # 00001234 Submitted By: James Doe Status: Pending
Type: SCHOOL THIRD PARTY Access Code: 00123400 Institution: UNIVERSITY NAME s g
Created: 04/12/2012 Pending Approval Approving Authority: James Smith, James Snyder, James Doe

| acknowledge that by approving this request, all users currently in this group will gain access to the Institution UNIVERSITY NANME
UNIVERSITY NAME (0012400} | authorize all individuals currently in this group for access to the Institution. All users in this group have a
legitimate husiness purpose for this access

| Approve || | Do Mot Apprave

¥ Action/ Status History

1. To confirm the access privileges of the third-party users, click | Agree, or to deny access,
click | Do Not Agree.

December 2013 Confidential/Proprietary Information - PHEAA IN0215 - 63




Internal Procedure

PHaa)j BPAMS for Requestors, Users and the Authoritative Source

The Verification dialog box displays.

; 3 L
PHaa Business Partner e : m:»mzus {logout )
Access Management System — Find user praiile e
Home My Profile User Profiles Access Requests New Profile

Request to Accept Access to Institution:

Verification ttable Version
Request #: 00001234 SU Please review your changes hefore proceeding.
Type: SCHOO _"“F'D PARTY AC Access Access Request: 00001234 g >
Created: 04/12/2012

. : : Comments:
legitimate business purpose for this aci ||
3% Retum to Form @Submn Changes

» Action | Status History

BACK

Need help? Call our help desk at 1-800-443-0646 or send an email to ESOAccess@aessuccess.org

2. Inthe Comments ficld, enter a comment. This field is optional.

3. Click Submit Changes to submit the changes or click Return to Form to return to the
Access Request page without submitting the changes.
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P ’-ma)j BPAMS for Requestors, Users and the Authoritative Source

The Access Request page redisplays with the following message: Your changes were suc-
cessfully submitted.

PH@a \ Business Partner
. Access Management System

Home Iy Profile User Profiles Access Requests New Profile

Your changes were successfully submitted.

Need help? Call our help desk at 1-800-443-0646 or send an email to ESOACCeSS(@aessuccess.org

When third-party user access privileges are approved by the third-party authoritative source(s), a
notification email is sent to the Enterprise Security Office notifying them that an access request is
pending. The Enterprise Security Office completes the request by granting access to the institu-
tion.

When an access request is denied, notification emails are sent to the business unit administrator
notifying them that the access request has been denied.
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Submitting a Request to Terminate a User Profile

When a user ID and profile are no longer needed, the Authoritative Source(s) must submit a

request to terminate the user’s ID and profile.

Business Partner
Access Management System

PHEad)

Home BPAMS Tutorial

My Profile

User Profiles Access Requests New Profile

For AES serviced loans access and/or State Grant and Special Programs access:
Visit the AES website now

User Profile PH12345

Authoritative Source

First Name Last Name

James Smith

Direct Work Phone Humber Email
7177205555 smith@email org
} Institution Information

» Access Options

*» Profile History

View Request History Expand All Printable Version

Need help? Call our help desk at 1-800-443-0646 or send an email to ES s{@aessuccess.org

Edit Profile

Submit Changes Terminate User

To access an active user profile from a notification email link or to search for a user profile, see

Logging into the Business Partner Access Management System or Searching for User Profiles and
Open Access Requests.

1. To terminate an active user profile, click Terminate User.
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A Verification dialog box displays.

Business Partner
Access Management System

PHEAd)

Home BPAMS Tutorial My Profile User Profiles Access Requests New Profile

For AES serviced loans access andior State Grant and Special Programs access:
Visit the AES website now

| Verification

Please review your changes before proceeding.

User Profile PH12345

O Terminate user PH12345
First Hame Comments:
James - .
. Returnta Form < Submit Changes
Direct Work Phone Number Ext.
7177205555

jsmith@emsilorg

¥ Institution Information

» Access Options

* Profile History

View Reguest History Expand All Printable Version

Need help? Call our help desk at 1-800-443-0646 or send an email to ESOAccess@aessuccess.org

2. Inthe Comments ficld, enter a comment. This field is optional.

Edit Profile

Submit Changes Terminate User

3. Click Submit Changes to submit the changes or click Return to Form to return to the

Access Request page without submitting the changes.
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The User Profiles page redisplays with the following message: Your changes were suc-
cessfully submitted. Request number XXXXXXXX has been created.

P’_ma \ Business Partner
: Access Management System

Home My Profile User Profiles Access Requests New Profile

Your changes were successfully submitted

Request number 00010585 has been created

Once a termination request is submitted, a notification email is sent to the Enterprise Security
Office notifying them that a termination request is pending. The Enterprise Security Office termi-
nates the user ID and profile and completes the termination request. When a user ID and profile
are terminated, access to PHEAA resources is revoked.
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Completing a User Access Review

The Authoritative Source is required to perform a yearly access review for all users at their insti-
tution. The review is due one year from the date the Remote Access, Confidentiality and Indemni-
fication Agreement and Authentication is fully executed. Thirty days before the review is due, the
Authoritative Source receives a notification email with a link to the User Access Review sum-
mary on the Business Partners Access Management System Home page.

To log into the Business Partners Access Management System, see Logging into the Business
Partner Access Management System.

09980 n as PH12345 _{logout )

P’_ma \  Business Partner
_) Access Management System

Home BPAMS Tutorial My Profile User Profiles Access Requests New Profile
Please take prompt action. Annual User Access Reviews are DUE.

Access Code Date Due Suspended Pending Retained Reinstated Terminated  Detail
SCHOOL THIRD PARTY 00123400 07/29/2012 22 1 0 0 0 View Detail
SCHOOL 00123400 07128i2012 B 0 0 3 1 View Detail
PARTNER.00123400 0712812012 0 2 0 0 0 View Detail
EMPLOYER.00123400 07/28/2012 0 20 3 0 1 View Detail
SCHOOL THIRD PARTY.00123400 06/16/2012 0 7 0 0 0 View Detail
SCHOOL.00123400 0512012012 0 8 2 ] 0 View Detail
SCHOOL.00123400 051212012 0 30 7 3 4

View Detail

Need help? Call our help desk at 1-800-443-0646 or send an email to ESOAccess@aessuccess.org

The Home page displays a User Access Review summary for each of the Access Codes, or insti-
tutions, for which the Authoritative Source is responsible.

The Due Date field displays the date by which the Authoritative Source must complete the
review. If the review is not completed by the date in this field, access is suspended for all users on
this list. If no action is taken after 365 days, access is terminated.

The Suspended, Pending, Retained, Reinstated and Terminated ficlds displays the num-
ber of users for whom the action was taken.

1. Click View Detail to go to the Institution Profile.
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The Institution Profile page displays for the selected institution.

The Access Review tab displays when the institution profile is accessed for a User Access
Review. It displays a list of users for whom an access review is due. Users added during the User
Access Review period will not display here.

PHead)

Business Partner
Access Management System

Authoritative Source(s)
JAMES SMITH

access for those users.

User

PH12345
PH12345
PH12345
PH12345
PH12345
PH12345

PH12345

User Profiles | Pending Requests

Hext Review Date 0411212013

This Access Review should be completed by 05/12/2012

Name

Smith, James
Smith, James
Smith, James
Smith, James
Smith, James
Smith, James

Smith, James

Relationships

Home My Profile User Profiles Access Requests New Profile
Institution Profile COLLEGE NAME
User Type Access Code PHEAA Code Institution or Company Name
SCHOOL 00122400 010000 COLLEGE NAWE “
In TermCode Table as Primary Record? Y

Access Review  History

Flease help us secure your institution’s infarmation. Review each user listed below and verify that they do not have more access than their job
reguires. Thank you for your cooperation.

10 user profiles have been found as active and require that you Retain or Terminate their access. Failure to do so will result in suspension of

Retain Terminate
Retsin All
O O
o] <
< <
o o
O O
< <
@ o

Need help? Call our help desk at 1-800-443-0646 or send an email to ESOA

Ccess@aessuccess.org

2. Click the link in the User field to view the user’s profile.

Show All Reviews
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The user’s profile displays in a new browser window.

Use this screen to view the user’s access if needed. See Viewing User Profiles and Access Privi-
leges for step-by-step instructions.

P’_ma \  Business Partner
: ) Access Management System

Home BPAMS Tutorial My Profile User Profiles. Access Reguests

New Profile

For AES serviced loans access and/or State Grant and Special Programs access:
Visit the AES website now

User Profile 8888
View Reguest History Expand All Printable Version
First Name Last Name
Test Testman
Direct Work Phone Number Ext Email
2223334444 test@test.com

¥ Institution Information

» Application Access

Need help? Call our help desk at 1-80

646 or send an email to ESOAccess@aessuccess.org

3. Click the X in the top-right corner of the window to close it.
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The Institution Profile page redisplays.

PH@a \ Business Partner
) Access Management System

Home BPAMS Tutorial My Profile User Profiles Access Requests New Profile

Institution Profile PENN STATE UNIVERSITY - MAIN

User Type Access Code PHEAA Code Institution or Company Name

SCHOOL 00123400 00123400 UNIVERSITY NAME v
In TermCode Table as Primary Record? Tes Y

Next Review Date 0411212013

Authoritative Source(s)
James Smith

User Profiles g Access Review History
Show All Reviews
This Access Review should be completed by 05M12/2012
Please help us secure your institution’s information. Review each user listed below and verify that they do not have more access than their job requires.

Thank you for your cooperation.

30 user profiles have been found as active and require that you Retain or Terminate their access. Failure to do so will result in
suspension of access for those users.

User Name Retain Terminate
Retain All

PH12345 Smith, James

PH12345 Smith, James

PH12345 Smith, James

PH12345 Smith, James

PH12345 Smith, James

PH12345 Smith, James =
PH12345 Smith, James

PH12345 Smith, James

PH12345 Smith, James

PH12345 Smith, James

Profiles 1 thru 10 of 30 user profile(s) pending Process Selected User(s)

4. Repeat the review for each user on the list.

5. Select Retain or Retain All to retain access for users. Click Terminate to terminate access.
If the review has expired and user access is suspended, click Reinstate or Reinstate All,
not shown, to reinstate access for one or more users.

6. Click Process Selected User(s) to process the access review for the selected users.

NOTE: When prompted to confirm the save, not shown, click OK.

7. Click >> to review additional users if more than 10 must be reviewed. Only 10 users display
per page.
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Changes to the User Access Review display in a separate table below the list of outstanding
reviews and in the User Access Review summary on the Home page. It displays a list of users
who were reinstated, retained and terminated.

A notification email is sent to the Enterprise Security Office when a user ID is reinstated or termi-
nated.
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American Education Services (AES] was created to
guarantee and service a variety of Federal Family
Education Loan Program (FFELP) and private student
loan products for lending partners throughout the
nation. AES is a national leader in providing quality
customer service to millions of student loan borrowers
through its highly-trained and experienced customer
service representatives. For more information, visit
aesSuccess.org.

The Pennsylvania Higher Education Assistance Agency
(PHEAA] conducts its student loan servicing activities
nationally as AES and FedLoan Servicing.

aesSuccess.org

800.443.0646
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American Education Services

1200 North Seventh Street, Harrisburg PA 17102-1444

These materials have been developed and paid for by the Pennsylvania Higher Education Assistance Agency (PHEAA] for informational purposes. Although the information
contained in this document is believed to be accurate at the time of printing, PHEAA does not guarantee its accuracy. You should independently verify that this information is
correct.
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