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Introduction

My File Gateway is a Web-based product that allows for the sharing and transferring of files between
agencies through secure mailboxes that provide controlled access to data. Users can upload to and
download from only those mailboxes to which they have access.

This document describes the procedures for accessing My File Gateway, and for uploading and
downloading files.

NOTE: Files that are uploaded to My File Gateway cannot be deleted by the user. All
maintenance of the mailboxes is done administratively.
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The steps below describe how users access My File Gateway. Users can use a direct link or, if they are
already logged into the School Portal, they can access My File Gateway from the home page. See
Accessing My File Gateway using a Direct Link and Accessing My File Gateway through the School

Portal for step-by-step instructions.

Accessing My File Gateway using a Direct Link

-
{& American Education Services - Windows Internet Explorer

= | sfweb pheaa.org

MESIES Bing 2~

File Edit View Favorites Tools Help

¢ Favorites 5% &) ali harper photography » [ Account Access SignIn | Web Slice Gallery v & Dictionary and Thesaurus ...

About AES.

Contact Us AES Newsletter Sign Up En Espafiol | Site Map

I ) American Education Services ]

Search AES | Google’

Students & Borrowers

wi o i

PAPERLESS el
IS THE CURE @814

Stop the clutter of paper mail and sign up for Paperless today.

© Ssign In Today!

Trouble Paying

AES Home

Plan for College

Repaying Your Loan Your Account

Manage Your Loans

Direct Debit Postpone Payments Account Access
Financial Aid Products & [ )
Support for Schools Ways to Pay 1 Change Due Date Billing

Repayment Plans Reduce Your Payments Your Account Number

Solutions for Lenders

Loan F & Discharge Postpone Payment Quiz Account Authorizations
elpful Tools Benefits for Senice Members Loan Default Interest
o Tax Time Is Here! EDUCATIGNPLANNERE"

The most powerful college planning resource on the web.
Conduct a search for your dream college or search for
available scholarships.

Your 2013 tax information is now avaiable online. Viev your
personalized tax info in Account Access today.

= VISIT THIS SITE
Questions?
= il AES mail my 1098-E and 1088-C tax forms? £ you can Understand your student loans, know
® How do | use the AES tax information on my tax return? ﬁ deal withit " repayment options, and get tips on

how to manage meney.
B |f | lose my copy of my 1088-E and/or 1089-C, can you resend? = VISIT THIS SITE
+ Seeal FAQ

Paperless Billing
=l .

Loan Payoff Loan Default
= = | 2. . .

m

1. Enter the following URL in a browser window and press (Enter _J.
https://sfweb.pheaa.org/
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- The Login page displays when a user attempts to log into My File Gateway using a direct link or
through the School Portal.

Contact Us

‘Welcome Friday, January 31, 2014

Alec

-e THE FINANCIAL AID KNOW-IT-ALL

Login

In order to continue, please enter avalid User 1d and Password.

*Userld: |

*Password

« Forgotyour password?
+ Create an Account

Contact Us | Privacy Palicy | Terms of Use

Copyright © 2007-2013 Pennsylvania Higher Education Assistance Agency. All Rights Reserved.

2. Inthe User ID ficeld, enter a valid RACF ID (PHEAA-assigned user ID).

3. Inthe Password ficld, enter a valid RACF password.
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) The Welcome page displays.

Users are required to agree to the terms of use each time they sign in.

[T 5 Sign Out
Alec \wescame, SCRo! Lser- Thursaay, January 30, 2014
THE FIRANCIAL ALD KNOW-IT-ALL

Welcome

é’ ¥ou e Sccessing s witsie in Me Sandard View. If you afe USIng n A5515tve Wchnology, SUCh 45 SCTven reader, wit FECOMMEnd you Switth 1o
J ol Assiatve Technology View for You your fime you sign in

Disclaimes
Thiz computer 18 3 U.S. Govemnmand comiputes system. il should be used for oficial U.S. work only. Use by etfar
Peraonal Business, k6 prohisded 3nd conetiutes 3 Wolaon of 16 US.C 1030 and offer RE. & d W OF
thi sbe, All data i b emonitored, recorded, read, copied, of caphsted in any manner by

AUMONIOA PRrSONAAL Sysi6m PErsannel Or SUPBASOCSE May Qe law BriaCament oMcals any potential dwdence of cime, fraud of smployes
oficials may

migeonduct Bound on tis and ail cled syslems E

oM this system.

USE OF THIS SYSTEM BY ANY USER, ALT ZED DR L PED, - 5 ENT TO I YOU DO
HOT CONSENT, PLEASE CLOSE THE WINDOW TO EXIT THIS WEBSITE. IF YOU AGREE TO ALL THE CONDITIONS ABOVE. PLEASE PRESS YES.|

AGREE

e, 100 hot Agres Yes, | Agres

uf Use

Higiar Edisrabon ASmisance Agency. A1 Rights Reserved,

4. Click Yes, I Agree to continue.
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- i My File Gateway home page displays.

The File Activity tab displays when My File Gateway is first accessed by the user. The File

Activity and Reports tabs are used to route files, which a feature that is not currently used in this
version of My File Gateway.

E_ - _5 American Education Services

I |
e T eene | e | mwow ]

Search for file activities
To search for all activities simply leave all fields blank and select Find

| Searh e

Times shovm in local time zone (8 Change to seruer time zone

[ Find Jii Clear

Basic Search
m Enter saarch eritaria halow and salact Find
Ta display all activity leave query fizlds blank

S— = S —] - T
Consumar : [ [=] Tirme (From) : EEEE(U-ZG heurs, 0-53 minutes)

Sriginal File Hame ;| | Date (Te) [ | Fmmeddrugey
Pratocol 1 | [=] mime (7o) [ |54  [5(0-23 hours, 0-5% minutes)

Started
Succesded
SEAtUS | iled

Ignored

©Copyright PHEAA. 012. All Rights Reserved.

5. Click Upload Files to upload file to My File Gateway. Click Download Files to download files
from My File Gateway. See Upload Files and Download Files for step-by-step instructions.
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Accessing My File Gateway through the School Portal

1. Enter the Web site www.aessuccess.org in the Web browser.

W The American Education Services home page displays.

American Education Service 050 ernet Explore =10 =

File Edit ‘Wiew Favorites  Tools  Help |#

eBack = @v @ @ \{h|/os.earch *Favorites ®| Bv & - |_J ﬁ

Address I@ hitkp: f fuaa, sessuccess,orgf

American Education Services Search AES I [ - ]

Sign up. Shop. Earn.
Pay off your student loans faster just by shopping!

+ Sign up for free at StudentLoanRebates.com
+ Shop online and in stores

" GetsStarted> !
» Earn rebates to reduce your student loan debt Get'Started>

Plan for College Find Aid for School Manage Your Loans

AES Home ) collegeCalendar A STUDENT AID NEWS TAX 1098.E tax data is now

AZ\ High School Seniors - Get ready Update on Student Loans: If you've available online.
far College with our Online heard rumors AESPHEAL won't be able INFO

Plan for College

Calendar! to hel you get & loan, they're just not Sign In to vigwy your 2007 1095-E tax
true. information online.

Find Aid for School

04/15/08 Check your Student Aid Repart... “igwy the Update:

Manage Your Loans 0415/08 Prepare for the SCT, SAT or TOEFL
04721708 Lpply for 2 DOE PIM Grants & Scholarships accountfccess
Financial Aid Products & S i il i )
Su;)por‘t ok 05/01/08 Apply for federal financial aid Scholarship Search ¢§ L] Mariage your loans online 2407 . With
050108 Redister for Selective Service Search aver 3 kilion dollars' worth of Accourt Access, you can:
. =cholarships. Make Cnling Payments
Solutions for Lenders i i
Learn blore  Yiew Entire Calendar Updste Personal Informeation

Check Loan Application Status

ful Tools Student Loans

He ools 6 ) Sign In Moy ...
Celectand Go To... - EPUCA“ N_PL_ANNERE- o Compare Loan Programs
Wisit our aveard-winning college planning site. Fincl the best loan based on where

School Search wou live and go to schoaol. Repayment Information

Find your dream school and apply online -

you'll find applications to over 4,000 ¥/ Stafford Loans Make a Payment

achoolz. Choose from several convenient payment

Test Preparation The best loan for all s_tu(lents after methads, including online payments and

Practice and prepare for standardized (T S ] St dlirect debit.

tests, including the SAT, ACT, GRE and Loy IS i, (D GERIEE) PR e Deferment & Forbearance

GMA'II' ! ! while in school at least half-time, six-month Wilitary Options § Armed Forces Loan Lo

grace period, generous repayment terms,

Forgiveness
no prepayment penalty .

Learn hiore Apply How
YouCanDealWithlt.com

» Parent PLUS Loans College studerts and grads- learn to manage
»| GraduatePLUS Loans wour money, student loans, budget and credit

. cards.
* Alternative Loans

2. Click the Alec partner access tab.
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- The login box displays.

About AES | ContactUs | AES News SignUp | Site Map

American Education Services Search AES: | [Seareh )

Alec .
&S ik

Schools & Lenders

Username: I
Faszsword: I
g

Change vour pasamord
Reset pazanord with ezRESET

Wiew School Meszages

Sign up. Shop. Earn.
Pay off your student loans faster just by shopping!

« Sign up for free at StudentLoanRebates.com

« Shop online and in stores

m
+ Earn rebates to reduce your student loan debt Get'Started'>

Plan for College Find Aid for School Manage Your Loans
AES Home r‘ collegeCalendar STUDENT AID NEWS 1098-E tax data is now
\"1:’ A Update on Student Loans: If you've TAX
=]

2.1 High School Seniors - Get ready available online.

Plan for College for College with our Online heard rumors AES/PHEAL won't be able INFO
Calendar! to help you get & loan, they're just not Sign In to viewy your 2007 1098-E tax
Find Aid for School B, ) infarmation arline.
04508 Check your Student Aid Report.. Wigw the Update
Manage Your Loans 041508 Prepare for the ACT, SAT or TOEFL
0421/08 Apply for & DOE P Grants & Scholarships accountAccess
Financial Aid Products & 0 i il i . i
Sl||‘)|)o|“l gl 0510108 Apply for federsl financial sid Scholarship Search O hanage your loans online 24/7. With
05/01/08 Reoister for Selective Service Search over 2 kilion dollars' worth of | Account ACCESE, you can:
: scholarships. hake Online Payments
Solutions for Lenders . i ¥
Learn bore  Wiew Erntire Calendar Update Personal Information

Check Loan Spplication Status

A school user must login to Alec with a RACF ID and password in order to access its features. A
school user can attain a RACF ID and password from a client representative. Access to the Alec
login is also possible by clicking on Financial Aid Products & Support for Schools in the
navigation pane on the left.

3. Inthe Username box, enter a valid RACF ID (PHEAA-assigned user ID).

4. Inthe Password box, enter a valid password.

5. Click Sign In to login.
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> The Welcome to AES School Portal page displays.

Users are required to agree to the terms of use each time they sign in.

Contact Us

Alec Welcome, School User - Tuesday, May 21, 2013
Y

"% | THE FINANCIAL AID KNOW-IT-ALL

Welcome to AES School Portal

You are accessing AES School Portal in the Standard View. If you are using an assistive technology, such as screen reader, we recommend you
switch to our Assistive Technology View for an improved experience. You can change your preferred view each time you sign in.

Disclaimer

This computer is a U.8. Government computer system. It should be used for official U.S. Government work only. Use by unautharized persons, or for
personal business, is prohibited and constitutes a violation of 16 U.S.C. 1030 and other Federal laws. You have NO REASONABLE EXPECTATION OF
PRIVACY while using this computer. All data contained herein may be monitored, intercepted, recorded, read, copied, or captured in any manner by
authorized personnel. System personnel or supenisors may give law enforcement officials any potential evidence of crime, fraud, or employee
misconduct found on this and all connected computer systems. Furthermore, law enforcement officials may be authaorized to access and collect

evidence from this system.

USE OF THIS SYSTEM BY ANY USER, AUTHORIZED OR UNAUTHORIZED, CONSTITUTES EXPRESS CONSENT TO THIS MONITORING. IF YOU
DO NOT CONSENT, PLEASE CLOSE THE WINDOW TO EXIT AES SCHOOL PORTAL. IF YOU AGREE TO ALL THE CONDITIONS ABOVE, PLEASE
PRESS YES. | AGREE.

Mo, | Do Mot Agree ‘ | Yes, | Agree

Contact Us | Privacy Policy | Terms of Use -
American

Copyright ® 2007-2012 Pennsylvania Higher Education Assistance Agency. All Rights Reserved. Eduecation

1. Click Yes, I Agree to continue.
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> The Welcome to AES School Portal page redisplays requiring the school user’s security code

if the user has access to federal data.

Contact Us [T LR

AIBC Welcome, School User . Friday, May 24, 2013

THE FINANCIAL AID KNOW.-IT-ALL

Welcome to AES School Portal

You are accessing AES School Portal in the Standard View. If you are using an assistive technology, such as screen reader, we recommend you switch to
our Assistive Technolegy View for an improved experience. You can change your preferred view each time you sign in.

Disclaimer

Security Code
Refresh your token device and enter the 6-digit code that appears. ;
*Security Code:  eeeses Submit
JM.
I don't have my Token with me. Validation &
1D Protection

= Education
“o=d Services

Alec ‘ American

1. Refresh the token device.

2. Inthe Security Code ficld, enter the six-digit security code that was generated by the token

device.

NOTE: Users who have registered a token but do not have it available can request a temporary
security code. Click I don’t have my Token with me. See user guide WB0120-Web Login

& Authentication for Partners_User Guide AES for more information.

3. Click Submit.

July 2014 Confidential/Proprietary Information — PHEAA
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> The Alec (school portal) home page displays.

Alec Welcome. Schodl User . Thurmday. May 73, 2014

THE FINANCIAL AID KNOW-IT-ALL
Home State Grants v Loan Processing « Reports & Files v
Messages
There are curreatly no messages
Alerts (Notifications)

O You have 1 expart

e 0o & oW

Qrder Materials

78 WD MANSGNG G6EE

als B0 GoWHORSS 15 S56a1
e managenest

EDUCATIONPLANNERE

Azcons 8 pne-stop carcer s colege plarring st

1. From the school portal Home page, click [Send & Receive Files (Sterling File Gateway
(Beta)] under Reports & Files.
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- i My File Gateway home page displays.

The File Activity tab displays when My File Gateway is first accessed by the user. The File

Activity and Reports tabs are used to route files, which a feature that is not currently used in this
version of My File Gateway.

E_ - _5 American Education Services

I |
e T eene | e | mwow ]

Search for file activities
To search for all activities simply leave all fields blank and select Find

| Searh e

Times shovm in local time zone (8 Change to seruer time zone

[ Find Jii Clear

Basic Search
m Enter saarch eritaria halow and salact Find
Ta display all activity leave query fizlds blank

S— = S —] - T
Consumar : [ [=] Tirme (From) : EEEE(U-ZG heurs, 0-53 minutes)

Sriginal File Hame ;| | Date (Te) [ | Fmmeddrugey
Pratocol 1 | [=] mime (7o) [ |54  [5(0-23 hours, 0-5% minutes)

Started
Succesded
SEAtUS | iled

Ignored

©Copyright PHEAA. 012. All Rights Reserved.

2. Click Upload Files to upload file to My File Gateway. Click Download Files to download files
from My File Gateway. See Upload Files and Download Files for step-by-step instructions.
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Upload Files

Follow the steps in this section to upload files to My File Gateway.

E_ - _5 American Education Services

| i Ay | Uplowd Pl | Dot ] wapores |

Upload a file
Spacify mailsox file and rensming pattern

Mailbox Path : | [=]

File: | |[ Browse. ]

Rename Fils As 1 | |

——

©Copyright PHEAA, 2008, 2012, All Rights Reserved.

1. Click the down arrow in the Mailbox Path field and select the mailbox where the file should be
uploaded. Only mailboxes to which the user has access are available in the drop-down list.

NOTE: ACT 101 files that are processed ad hoc must be placed in the Inbox (/Inbox) where they
will be pulled for processing manually. All other files must be placed in the root directory (/) in

order for them to be sent to the mainframe for processing automatically.

2. In the File field, enter the path to the file, or click Browse to browse for the file on the user’s
local directory.

3. In the Rename File As ficld, enter a new name, if necessary.

4. Click Send.

July 2014 Confidential/Proprietary Information — PHEAA IN0393 - 15
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- 5 dialog box displays with the following message when a file is uploaded to a mailbox that is not
set up for automatic routing: This mailbox is unmonitored. Files uploaded to this mailbox
will not be processed. This message displays only when files are uploaded to the Inbox1 mailbox.

NOTE: Files that require automatic routing to PHEAA should be placed in the root mailbox.
Files that do not require automatic routing should be placed in the Inbox1 mailbox.

!‘ = 5 American Edueation Services

| st ity | wm]wm.] maperts |

Upload a file
Specify maibox fi and renamin g pattern

Hallbox Path : [finbart =

File : [EAsaraBehocs\DasktoprG Test e docs [

fename file A% :

[ |

This madbox i unmontored. Flee uplosded to the
maibox wil nct be processed.

[ o J[ o |

5. Click OK.
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- A dialog box displays confirming that the file upload was successful.

E_ !:__ 5 American Education Services

I
[ e | oo | e | cwow |
Upload a file

Specify mailbox file and renaming pattern

Mailbox Path : ‘ﬂ'lnbmd L:l

File : [Ci\Users\bshoophDesktaphtaxt file txt Browse.

Raname File A © |

i) Fil= upload succeeded
-1) Bytes vritten: 13

[ s ] Mo aren

©Copyright PHEAA. 2008, 2012. All Rights Reserved.

6. Click OK.
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Download Files

Follow the steps in this section to download files from My File Gateway.

E_ !:__ 5 American Education Services

File Activity = Upload Files Bw-lmdﬁsl Reports |

Download a file
Filter your mailbex by using the calumn input fields

[ e | e | e | swon

01/31/2014 16:08:40 text filedxt fInbox! 13 bytes

€) Refresh J

©Copyright PHEAA. 2008, 2012. All Rights Reserved.

NOTE: Files can be sorted in ascending or descending order by clicking a column heading.
1. If the files do not display, click Refresh to refresh the list of files.

2. Select a file from the list of files. Click to make a selection.
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- 5 dialog box displays requesting confirmation to download the file.

E. !:__ 5 American Education Services

I
e | o [ b | serow ]

Download a file

Filtar your mailbox by using the celumn input fislds

text file txt

013172014 16:08:40

o Are you sure that you vant to download this file?

File: et file.txt
From: /Inbox
[ ok ][ Cancel ]

€) Refresh J

©Copyright PHEAA, 2008, 2012. All Rights Reserved.

3. Click OK to download the file, or click Cancel to close the dialog box.
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W The File Download dialog box displays.

= "= American Education Services

—
rieacoy | Sttt | e ]| reooresd

Download a file Do want to open or save this file?
Filtar your mailbox by using tha column input fislds you

19 Name: text file.tet
J Type: Text Document, 13 bytes
From: sfwebga.pheaa.org

0173172014 16:08:40

text file, txt

13 bytes

o ][ sme ][]

While files from the Intemet can be useful, some files can potentially
ham your computer. f you do not trust the source. do not open or
save this file. What's the risk?

€) Refresh J

©Copyright PHEAA, 2008, 2012. All Rights Reserved.

4. Click Save to save the file to the user’s local directory, or click Cancel to close the dialog box.
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WD The user’s local file directory displays.

- American Education Services

oo % lign Out
s LS D T T S—

Downlo - =)=
Fllter“y Organize BE - @
| IBM - o ~
| , 4 Hard Disk Drives (1)
L # Links |
| | My Documents — i 1) S
>
01/31/ W My Music 88.8 GE free of 148 GB 13 bytes
&l My Pictures 4 Devices with Removable Storage (1) 3
B My Videos E|
i Saved Games DVD RW Drive (D:)
£ Searches i
& wehconnect 4 Network Location (4)
N t
B Computer - _ bshoop$ (Mabtu) (1) s (anet) (1)
& Windows (€3 - 3 budges (anet) () o —— | T e— o
File name: text file -
Save as type: | Text Document 'I
‘% Hide Folders | sae | [ Cancel ]

€) Refresh J

2. All Rights Reserved.

5. Select a location to save the file, and click Save. Click Cancel to close the file directory without
saving the file.
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W) The Download Complete dialog box displays.

E_ !:__ 5 American Education Services

o

Download a file
Filtar your mailbox by using the celumn input fislds

IPP load complete = = n =
jl |ﬁ

01/31/2014 16:08:40 text file, txt —fﬁ Download Complete 13 bytes

text¥20file.tet from sfwebga.pheaa.org

Downloaded 13 bytesin 1sec
Download to C:A\Users‘\bshoop'\Desktoptext file bt
Transfer rate 13 bytes/Sec

[ Close this dialog box when download completes

[ open | [Open Foider | [ Close

€) Refresh J

©Copyright PHEAA, 2008, 2012. All Rights Reserved.

6. Click Open to open the file. Click Open Folder to open the folder in the user’s local file
directory where the file was saved. Click Cancel to close the Download Complete dialog box.
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- The file displays when the user clicks Open.

fa B
| test file - Notepad [E=SREERT
File Edit Format View Help
Test file for My File Gateway. A
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